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(57) ABSTRACT

A data mining method, apparatus, and system are provided.
The method includes: obtaining to-be-processed data, where
the to-be-processed data includes records, and each record
includes application information and remote end ftriplet
information; performing clustering processing on records
with same remote end triplet information and same appli-
cation information, and according to the records with the
same remote end triplet information and the same applica-
tion information, calculating a service load amount corre-
sponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount; according to the
service load amount or a proportion of the service load
amount, selecting remote end triplet information and appli-
cation information that have high reliability from the clus-
tering result; and sending the remote end triplet information
and application information that have high reliability to a
deep packet inspection (DPI) subsystem.

37 Claims, 15 Drawing Sheets
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APPLICATION IDENTIFICATION METHOD,
AND DATA MINING METHOD, APPARATUS,
AND SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2013/080312, filed on Jul. 29, 2013,
which claims priority to Chinese Patent Application No.
201210592203.5, filed on Dec. 31, 2012, both of which are
hereby incorporated by reference in their entireties.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

Not applicable.

TECHNICAL FIELD

The present invention relates to the field of communica-
tions technologies, and in particular, to an application iden-
tification method and a data mining method, apparatus, and
system.

BACKGROUND

With rapid development of broadband services, operators
face opportunities as well as challenges, and the popular-
ization of applications such as peer-to-peer (P2P), network
games, Web television (TV), voice over internet protocol
(IP) (VoIP), online banking, and network disks incur a series
of problems such as bandwidth management, content-based
accounting, and information security processing.

The deep packet inspection (DPI) technology is consid-
ered as a method for addressing management problems
incurred by operation of multiple services in a network, that
is, network data can be rapidly parsed by using the DPI
technology, so as to enable an operator network to support
application-based services, such as blocking of a mail tariff
packet, a video tariff packet, a game tariff packet, and
specific downloaded software.

As shown in FIG. 1A, which is a hierarchical relationship
diagram of protocols; in view of the transport layer, most
network applications are borne on the Transmission Control
Protocol (TCP) and the User Datagram Protocol (UDP); in
view of Layer 7 (L7) bearing, main bearing protocols
include the Hypertext Transfer Protocol (HTTP)/Hypertext
Transfer Protocol Secure (HTTPS), Secure Sockets Layer
(SSL), Real-time Transport Protocol (RTP), Session Initia-
tion Protocol (SIP), Secure Socket 5 (SOCKSS), and Secure
Socket 4 (SOCKS4). Bearing manners of applications gen-
erally include: stream-based bearing (a bearing protocol
appears in only the first few packets, and the following
packets are pure application data, as shown in FIG. 1B); and
packet-based bearing (each packet has a bearing protocol
and application data, as shown in FIG. 1C).

For application identification of bearing protocols, cur-
rently, the DPI adopts a L7 protocol scanning manner to
perform protocol matching. In other words, feature string
matching is performed from button to top sequentially for
identification. Using the HTTP protocol as an example, the
HTTP protocol is identified through an HTTP request
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method and a Uniform Resource Identifier (URI) format on
a first line of the HTTP, then an application is identified
through feature string matching of the content of a header
field (such as HOST, REFERER, and USER-AGENT), and
finally a second packet is expected for performing content
checking (this step is optional).

In addition, an update rate of an Internet application is far
greater than that of a DPI signature database, and may
applications, for the sake of security, increasingly perform
data transmission by using encryption manners such as SSL.
and HTTPS, thereby resulting in low performance of packet
identification using DPI. However, for application identifi-
cation of an encryption protocol, only L7 protocol informa-
tion can be identified, and an application running on the L7
still cannot be identified, for example, for data encrypted
through the HTTPS, an application cannot be identified,
thereby causing the DPI-based identification to fail.

SUMMARY

Embodiments of the present invention provide an appli-
cation identification method, and a data mining method,
apparatus, and system, so as to improve DPI-based identi-
fication performance and an application identification rate.

In a first aspect, an embodiment of the present invention
provides a user behavior analysis (UBA)-based data mining
method, which includes: obtaining to-be-processed data,
where the to-be-processed data includes multiple records,
each record includes application information and remote end
triplet information having a correspondence relationship
therebetween, and the remote end triplet information
includes a transmission protocol, a server 1P address, and a
server port, performing clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculating a service load amount
corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween, according to the service
load amount or a proportion of the service load amount,
selecting remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween from the clustering result,
and sending the remote end triplet information and applica-
tion information that have high reliability and have corre-
spondence relationship therebetween to a DPI subsystem.

With reference to the first aspect, in a first implementation
manner, the obtaining to-be-processed data includes: for
each type of application, according to domain name infor-
mation corresponding to the application, crawling IP address
information corresponding to the domain name information
to obtain a crawling result including the application infor-
mation, the domain name information, and the IP address
information that have a correspondence relationship ther-
ebetween; obtaining a first protocol identification result
output by the DPI subsystem, where the first protocol
identification result includes the remote end triplet informa-
tion; and according to the crawling result and the first
protocol identification result, by using a same [P address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generating
the to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
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cation information and remote end triplet information hav-
ing a correspondence relationship therebetween.

With reference to the first aspect, in a second implemen-
tation manner, the obtaining to-be-processed data includes:
obtaining a first protocol identification result output by the
DPI subsystem and a crawling result output by a crawling
subsystem, where the first protocol identification result
includes the remote end triplet information, and the crawling
result includes application information, domain name infor-
mation, and IP address information having a correspondence
relationship therebetween; and according to the crawling
result and the first protocol identification result, by using a
same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generating the to-be-processed data, where the
to-be-processed data includes multiple records, and each
record includes application information and remote end
triplet information having a correspondence relationship
therebetween.

With reference to the first aspect, in a third implementa-
tion manner, each record further includes a client IP address,
a client port, and traffic that corresponds to the application
information and quintuple information, and the client IP
address, the client port, and the remote end triplet informa-
tion form the quintuple information; and the obtaining
to-be-processed data includes: receiving first network data,
where the first network data includes one or more data
streams, and each of the data streams includes one or more
data packets; for each type of application, according to
domain name information corresponding to the application,
crawling IP address information corresponding to the
domain name information to obtain a crawling result includ-
ing the application information, the domain name informa-
tion, and the IP address information that have a correspon-
dence relationship therebetween; obtaining a first protocol
identification result, output by the DPI subsystem, for the
first network data, where the first protocol identification
result includes quintuple information; and according to the
crawling result, the first protocol identification result, and
the first network data, by using a same [P address in the
crawling result and in the first protocol identification result
as an association condition, associatedly generating the
to-be-processed data, where the to-be-processed data
includes multiple records, each record includes the applica-
tion information, the quintuple information, and the traffic
having a correspondence relationship therebetween, and the
traffic corresponding to the quintuple information is an
accumulated value of load lengths of one or more data
packets in the first network data that include the quintuple
information.

With reference to the first aspect, in a fourth implemen-
tation manner, each record further includes a client IP
address, a client port, and traffic that corresponds to the
application information and quintuple information, and the
client IP address, the client port, and the remote end triplet
information form the quintuple information; and the obtain-
ing to-be-processed data includes: receiving first network
data, where the first network data includes one or more data
streams, and each of the data streams includes one or more
data packets; obtaining a crawling result output by a crawl-
ing subsystem and a first protocol identification result that is
output by the DPI subsystem for the first network data,
where the first protocol identification result includes quin-
tuple information, and the crawling result includes applica-
tion information, domain name information, and IP address
information having a correspondence relationship therebe-
tween; and according to the crawling result, the first protocol
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identification result, and the first network data, by using a
same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generating the to-be-processed data, where the
to-be-processed data includes multiple records, each record
includes the application information, the quintuple informa-
tion, and the traffic having a correspondence relationship
therebetween, and the traffic corresponding to the quintuple
information is an accumulated value of load lengths of one
or more data packets in the first network data that include the
quintuple information.

With reference to the first aspect or the first implemen-
tation manner of the first aspect or the second implementa-
tion manner of the first aspect, in a fifth implementation
manner, the performing clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculating a service load amount
corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween includes: performing
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data, and accumulating the number of the
records with the same remote end triplet information and the
same application information in the to-be-processed data,
where the number of the records is used as the number of
connections corresponding to the remote end triplet infor-
mation and the application information, to obtain a cluster-
ing result including the remote end triplet information, the
application information, and the number of connections
having a correspondence relationship therebetween; and the
according to the service load amount or a proportion of the
service load amount, selecting remote end triplet informa-
tion and application information that have high reliability
and have correspondence relationship therebetween from
the clustering result includes: according to a result of
comparing the number of the connections with a first con-
nection number threshold, selecting remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the number of connections corresponding to the
selected remote end triplet information and application
information is greater than or equal to the first connection
number threshold; or according to a result of comparing a
proportion of the number of connections to the number of all
connections with a second connection number proportion
threshold, selecting remote end triplet information and
application information having a correspondence relation-
ship therebetween from the clustering result, where the
proportion of the number of connections corresponding to
the remote end triplet information and application informa-
tion to the number of all connections is greater than or equal
to the second connection number proportion threshold.

With reference to the third implementation manner of the
first aspect or the fourth implementation manner of the first
aspect, in a sixth implementation manner, the performing
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data, and according to the records with the
same remote end triplet information and the same applica-
tion information in the to-be-processed data, calculating a
service load amount corresponding to the remote end triplet
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information and the application information to obtain a
clustering result including the remote end triplet informa-
tion, the application information, and the service load
amount that have a correspondence relationship therebe-
tween includes: performing clustering processing on records
with same remote end triplet information and same appli-
cation information but with different client IP addresses and
different client ports in the to-be-processed data, and obtain-
ing a traffic aggregate amount corresponding to the remote
end triplet information and the application information by
accumulating traffic in records with same remote end triplet
information and same application information in the to-be-
processed data, to obtain a clustering result including the
remote end triplet information, the application information,
and the traffic aggregate amount having a correspondence
relationship therebetween; and the according to the service
load amount or a proportion of the service load amount,
selecting remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween from the clustering result
includes: according to a result of comparing the traffic
aggregate amount with a first traffic threshold, selecting
remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information is greater than or equal to the first
traffic threshold; or according to a result of comparing a
proportion of the traffic aggregate amount to all traffic with
a second traffic proportion threshold, selecting remote end
triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the proportion of the traffic aggregate
amount corresponding to the selected remote end triplet
information and application information to all traffic is
greater than or equal to the second traffic proportion thresh-
old.

With reference to the first aspect or the first, second, third,
and fourth implementation manners of the first aspect, in a
sixth implementation manner, the according to the service
load amount or a proportion of the service load amount,
selecting remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween from the clustering result
includes: according to a result of comparing the service load
amount with a first threshold, selecting remote end triplet
information and application information having a correspon-
dence relationship therebetween from the clustering result,
where the service load amount corresponding to the selected
remote end triplet information and application information is
greater than or equal to the first threshold; or according to a
result of comparing the proportion of the service load
amount with a second threshold, selecting remote end triplet
information and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the service load amount correspond-
ing to the selected remote end triplet information and
application information is greater than or equal to the second
threshold.

In a second aspect, an embodiment of the present inven-
tion provides an application identification method, which
includes: receiving application information and remote end
triplet information that are sent by a UBA subsystem and
have correspondence relationship therebetween, and second
network data, where the remote end triplet information
includes a transmission protocol, a server 1P address, and a
server port, according to remote end triplet information
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contained in the second network data, searching correspon-
dence relationship between application information and
remote end triplet information that is maintained by a DPI
subsystem for application information matching the remote
end triplet information contained in the second network data
to identify an application type of the second network data,
where the correspondence relationship between application
information and remote end triplet information that is main-
tained by the DPI subsystem is established or updated based
on the application information and the remote end triplet
information that are sent by the UBA subsystem and have
correspondence relationship therebetween.

With reference to the second aspect, in a first implemen-
tation manner, the method further includes: performing
protocol identification processing on received first network
data, and outputting a first protocol identification result to
the UBA subsystem, where the first protocol identification
result includes the remote end triplet information, or the first
protocol identification result includes quintuple information.

With reference to the second aspect or the first imple-
mentation manner of the second aspect, in a second imple-
mentation manner, when the searching fails, the method
further includes: performing Layer 7 (L7) feature matching
on the second network data to obtain a second protocol
identification result, and outputting the second protocol
identification result to the UBA subsystem, where the sec-
ond protocol identification result includes remote end triplet
information and application information having a correspon-
dence relationship therebetween or quintuple information
and application information having a correspondence rela-
tionship therebetween; or, the second protocol identification
result includes remote end triplet information and Layer 7
(L7) protocol information having a correspondence relation-
ship therebetween or quintuple information and Layer 7 (L.7)
protocol information having a correspondence relationship
therebetween.

With reference to the second aspect or the first imple-
mentation manner of the second aspect or the second imple-
mentation manner of the second aspect, in a third imple-
mentation manner, the method further includes: according to
the remote end triplet information and the application infor-
mation that are sent by the UBA subsystem and have
correspondence relationship therebetween, establishing or
updating the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem, and storing the
established or updated correspondence between the appli-
cation information and the remote end triplet information; or
storing the remote end triplet information and the applica-
tion information that are sent by the UBA subsystem and
have correspondence relationship therebetween.

In a third aspect, an embodiment of the present invention
provides a UBA-based data mining apparatus, which
includes: a content obtaining module, configured to obtain
to-be-processed data, where the to-be-processed data
includes multiple records, each record includes application
information and remote end triplet information having a
correspondence relationship therebetween, and the remote
end triplet information includes a transmission protocol, a
server 1P address, and a server port, a clustering module,
connected to the content obtaining module, and configured
to perform clustering processing on records with same
remote end triplet information and same application infor-
mation in the to-be-processed data, and according to the
records with the same remote end triplet information and the
same application information in the to-be-processed data,
calculate a service load amount corresponding to the remote
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end triplet information and the application information to
obtain a clustering result including the remote end triplet
information, the application information, and the service
load amount that have a correspondence relationship ther-
ebetween, a converging module, connected to the clustering
module, and configured to, according to the service load
amount or a proportion of the service load amount, select
remote end triplet information and application information
that have high reliability and have correspondence relation-
ship therebetween from the clustering result, and a synchro-
nization module, connected to the converging module, and
configured to send the remote end triplet information and
application information that have high reliability and have
correspondence relationship therebetween to a DPI subsys-
tem.

With reference to the third aspect, in a first implementa-
tion manner, the content obtaining module is specifically
configured to: for each type of application, according to
domain name information corresponding to the application,
crawl IP address information corresponding to the domain
name information to obtain a crawling result including the
application information, the domain name information, and
the IP address information that have a correspondence
relationship therebetween; obtain a first protocol identifica-
tion result output by the DPI subsystem, where the first
protocol identification result includes the remote end triplet
information; according to the crawling result and the first
protocol identification result, by using a same IP address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generate the
to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
cation information and remote end triplet information hav-
ing a correspondence relationship therebetween; or the con-
tent obtaining module is specifically configured to: obtain a
first protocol identification result output by the DPI subsys-
tem and a crawling result output by a crawling subsystem,
where the first protocol identification result includes the
remote end triplet information, the crawling result includes
application information, domain name information, and IP
address information having a correspondence relationship
therebetween; according to the crawling result and the first
protocol identification result, by using a same IP address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generate the
to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
cation information and remote end triplet information hav-
ing a correspondence relationship therebetween.

With reference to the third aspect or the first implemen-
tation manner of the third aspect, in a second implementa-
tion manner, the clustering module is specifically configured
to perform clustering processing on records with same
remote end triplet information and same application infor-
mation in the to-be-processed data, and accumulate the
number of the records with the same remote end triplet
information and the same application information in the
to-be-processed data, where the number of the records is
used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of connections having a correspondence relation-
ship therebetween; and

the converging module is specifically configured to,
according to a result of comparing the number of the
connections with a first connection number threshold, select
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remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the number of connections corre-
sponding to the selected remote end triplet information and
application information is greater than or equal to the first
connection number threshold; or, according to a result of
comparing a proportion of the number of connections to the
number of all connections with a second connection number
proportion threshold, select remote end triplet information
and application information having a correspondence rela-
tionship therebetween from the clustering result, where the
proportion of the number of connections corresponding to
the remote end triplet information and application informa-
tion to the number of all connections is greater than or equal
to the second connection number proportion threshold.

With reference to the third aspect, in a third implemen-
tation manner, each record further includes a client IP
address, a client port, and traffic that corresponds to the
application information and quintuple information, and the
client IP address, the client port, and the remote end triplet
information form the quintuple information; and

the content obtaining module is specifically configured to:
receive first network data, where the first network data
includes one or more data streams, and each of the data
streams includes one or more data packets; for each type of
application, according to domain name information corre-
sponding to the application, crawl IP address information
corresponding to the domain name information to obtain a
crawling result including the application information, the
domain name information, and the IP address information
that have a correspondence relationship therebetween;
obtain a first protocol identification result, output by the DPI
subsystem, for the first network data, where the first protocol
identification result includes quintuple information; accord-
ing to the crawling result, the first protocol identification
result, and the first network data, by using a same [P address
in the crawling result and in the first protocol identification
result as an association condition, associatedly generate the
to-be-processed data, where the to-be-processed data
includes multiple records, each record includes the applica-
tion information, the quintuple information, and the traffic
having a correspondence relationship therebetween, and the
traffic corresponding to the quintuple information is an
accumulated value of load lengths of one or more data
packets in the first network data that include the quintuple
information; or

the content obtaining module is specifically configured to:
receive first network data, where the first network data
includes one or more data streams, and each of the data
streams includes one or more data packets; obtain a crawling
result output by a crawling subsystem and a first protocol
identification result that is output by the DPI subsystem for
the first network data, where the first protocol identification
result includes quintuple information, and the crawling
result includes application information, domain name infor-
mation, and IP address information having a correspondence
relationship therebetween; according to the crawling result,
the first protocol identification result, and the first network
data, by using a same IP address in the crawling result and
in the first protocol identification result as an association
condition, associatedly generate the associatedly generate,
where the to-be-processed data includes multiple records,
each record includes the application information, the quin-
tuple information, and the traffic having a correspondence
relationship therebetween, and the traffic corresponding to
the quintuple information is an accumulated value of load
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lengths of one or more data packets in the first network data
that include the quintuple information.

With reference to the third implementation manner of the
third aspect, in a fourth implementation manner, the clus-
tering module is specifically configured to perform cluster-
ing processing on records with same remote end triplet
information and same application information but with
different client IP addresses and different client ports in the
to-be-processed data, and obtain a traffic aggregate amount
corresponding to the remote end triplet information and the
application information by accumulating traffic in records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, to obtain a
clustering result including the remote end triplet informa-
tion, the application information, and the traffic aggregate
amount having a correspondence relationship therebetween;
and

the converging module is specifically configured to,
according to a result of comparing the traffic aggregate
amount with a first traffic threshold, select remote end triplet
information and application information having a correspon-
dence relationship therebetween from the clustering result,
where the traffic aggregate amount corresponding to the
selected remote end triplet information and application
information is greater than or equal to the first traffic
threshold; or, according to a result of comparing a proportion
of the traffic aggregate amount to all traffic with a second
traffic proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information to all traffic is greater than or equal
to the second traffic proportion threshold.

With reference to the third aspect or the first implemen-
tation manner of the third aspect or the third implementation
manner of the third aspect, in a fifth implementation manner,
the converging module is specifically configured to, accord-
ing to a result of comparing the service load amount with a
first threshold, select remote end triplet information and
application information having a correspondence relation-
ship therebetween from the clustering result, where the
service load amount corresponding to the selected remote
end triplet information and application information is greater
than or equal to the first threshold; or, according to a result
of comparing the proportion of the service load amount with
a second threshold, select remote end triplet information and
application information having a correspondence relation-
ship therebetween from the clustering result, where the
proportion of the service load amount corresponding to the
selected remote end triplet information and application
information is greater than or equal to the second threshold.

In a fourth aspect, an embodiment of the present invention
provides an application identification apparatus, which
includes: a communication interface module, configured to
receive application information and remote end triplet infor-
mation that are sent by a UBA subsystem and have corre-
spondence relationship therebetween, and second network
data, where the remote end triplet information includes a
transmission protocol, a server IP address, and a server port
and a rapid identification module, connected to the commu-
nication interface module, and configured to, according to
remote end triplet information contained in the second
network data, search correspondence relationship between
the application information and the remote end triplet infor-
mation that is maintained by the application identification
apparatus for application information matching the remote
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end triplet information contained in the second network data
to identify an application type of the second network data,
where the correspondence relationship between the applica-
tion information and the remote end triplet information that
is maintained by a DPI subsystem is established or updated
based on the application information and the remote end
triplet information that are sent by the UBA subsystem and
have correspondence relationship therebetween.

With reference to the fourth aspect, in a first implemen-
tation manner, the communication interface module is fur-
ther configured to receive first network data; and

the rapid identification module is further configured to
perform protocol identification processing on the received
first network data, and output a first protocol identification
result to the UBA subsystem, where the first protocol
identification result includes the remote end triplet informa-
tion, or the first protocol identification result includes quin-
tuple information.

With reference to the fourth aspect or the first implemen-
tation manner of the fourth aspect, in a second implemen-
tation manner, the application identification apparatus fur-
ther includes a deep identification module, where

the rapid identification module is further configured to,
when application information matching the remote end
triplet information contained in the second network data
cannot be found, transfer the second network data to the
deep identification module; and

the deep identification module is configured to perform
Layer 7 (L7) feature matching on the second network data
to obtain a second protocol identification result, and output
the second protocol identification result to the UBA subsys-
tem, where the second protocol identification result includes
remote end triplet information and application information
having a correspondence relationship therebetween or quin-
tuple information and application information having a
correspondence relationship therebetween; or, the second
protocol identification result includes remote end triplet
information and Layer 7 (I.7) protocol information having a
correspondence relationship therebetween or quintuple
information and Layer 7 (I.7) protocol information having a
correspondence relationship therebetween.

With reference to the fourth aspect or the first implemen-
tation manner of the fourth aspect or the second implemen-
tation manner of the fourth aspect, in a third implementation
manner, the application identification apparatus further
includes: an application feature relationship management
module, configured to, according to the remote end triplet
information and the application information that are sent by
the UBA subsystem and have correspondence relationship
therebetween, establish or update the correspondence
between the application information and the remote end
triplet information; and a storage module, configured to
store the established or updated correspondence between the
application information and the remote end triplet informa-
tion; or, configured to store the remote end triplet informa-
tion and the application information that are sent by the
UBA subsystem and have correspondence relationship ther-
ebetween.

In a fifth aspect, an embodiment of the present invention
provides a UBA server, the UBA server includes: a UBA
content parsing engine, configured to execute user behavior
analysis or user interest analysis; and a UBA-based data
mining engine coupled to the UBA content parsing engine;
and the UBA-based data mining engine is a UBA-based data
mining apparatus in a six possible implementation manner
with reference to the third aspect or with reference to the
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third aspect and any one or more implementation manners
among first to fifth possible implementation manners formed
based on the third aspect.

In a sixth aspect, an embodiment of the present invention
provides a DPI server, the DPI server includes: a receiver,
configured to receive network data or a mirror of the
network data; a DPI engine, coupled to the receiver; and a
sender, configured to send application information that is
output by the DPI engine or the network data; the DPI
engine is an application identification apparatus in a fourth
possible implementation manner with reference to the fourth
aspect or with reference to the fourth aspect and any one or
more implementation manners among first to third possible
implementation manners formed based on the fourth aspect.

In a seventh aspect, an embodiment of the present inven-
tion provides a communications device, which includes a
transceiver and a processor that is coupled to the transceiver
and is configured to perform network communication, where
the communications device further includes a DPI engine
coupled to the transceiver, and the DPI engine is an appli-
cation identification apparatus in a fourth possible imple-
mentation manner with reference to the fourth aspect or with
reference to the fourth aspect and any one or more imple-
mentation manners among first to third possible implemen-
tation manners formed based on the fourth aspect.

In an eighth aspect, an embodiment of the present inven-
tion provides a communications system, which includes a
DPI subsystem and a UBA subsystem, where the UBA
subsystem is configured to obtain to-be-processed data,
where the to-be-processed data includes multiple records,
and each record includes application information and remote
end triplet information having a correspondence relationship
therebetween; perform clustering processing on the records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and calcu-
late, according to the records with the same remote end
triplet information and the same application information, a
service load amount corresponding to the remote end triplet
information and the application information to obtain a
clustering result including the remote end triplet informa-
tion, the application information, and the service load
amount that have a correspondence relationship therebe-
tween; according to the service load amount or a proportion
of the service load amount, select remote end triplet infor-
mation and application information that have high reliability
and have correspondence relationship therebetween from
the clustering result, and send the remote end triplet infor-
mation and the application information that have high reli-
ability and have correspondence relationship therebetween
to the DPI subsystem, where the remote end triplet infor-
mation includes: a server IP address, a server port, and a
transmission protocol, and the DPI subsystem is configured
to: when receiving second network data, search, according
to remote end triplet information contained in the second
network data, correspondence relationship between applica-
tion information and remote end triplet information that is
maintained by the DPI subsystem for application informa-
tion matching the remote end triplet information contained
in the second network data to identify an application type of
the second network data, where the correspondence rela-
tionship between the application information and the remote
end triplet information that is maintained by the DPI sub-
system is established or updated based on the remote end
triplet information and application information that are sent
by the UBA subsystem and have correspondence relation-
ship therebetween.
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With reference to the eighth aspect, in a first implemen-
tation manner, the DPI subsystem is further configured to
perform protocol identification processing on received first
network data, and output a first protocol identification result
to the UBA subsystem, where the first protocol identification
result includes the remote end triplet information; and

the UBA subsystem is specifically configured to: for each
type of application, according to domain name information
corresponding to the application, crawl IP address informa-
tion corresponding to the domain name information to
obtain a crawling result including application information,
the domain name information, and the IP address informa-
tion having a correspondence relationship therebetween;
obtain the first protocol identification result output by the
DPI subsystem; according to the crawling result and the first
protocol identification result, by using a same [P address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generate the
to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
cation information and remote end triplet information hav-
ing a correspondence relationship therebetween; perform
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data; accumulating the number of records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, wherein the
number of the records is used as the number of connections
corresponding to the remote end triplet information and the
application information, to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the number of connections having a correspon-
dence relationship therebetween; according to a result of
comparing the number of the connections with a first con-
nection number threshold, select the remote end triplet
information and application information having a correspon-
dence relationship therebetween from the clustering result,
where the number of connections corresponding to the
selected remote end triplet information and application
information is greater than or equal to the first connection
number threshold; or, according to a result of comparing a
proportion of the number of connections to the number of all
connections with a second connection number proportion
threshold, select remote end triplet information and appli-
cation information having a correspondence relationship
therebetween from the clustering result, where the propor-
tion of the number of connections corresponding to the
selected remote end triplet information and application
information to the number of all connections is greater than
or equal to the second connection number proportion thresh-
old, and send the selected remote end triplet information and
application information having a correspondence relation-
ship therebetween to the DPI subsystem.

With reference to the eighth aspect, in a second imple-
mentation manner, the system further includes a crawling
subsystem, configured to, for each type of application,
according to domain name information corresponding to the
application, crawl IP address information corresponding to
the domain name information to obtain a crawling result
including the application information, the domain name
information, and the IP address information that have a
correspondence relationship therebetween;

the DPI subsystem is further configured to perform pro-
tocol identification processing on received first network
data, and output a first protocol identification result to the
UBA subsystem, where the first protocol identification result
includes the remote end triplet information; and
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the UBA subsystem is specifically configured to: obtain
the first protocol identification result output by the DPI
subsystem; according to the crawling result and the first
protocol identification result, by using a same IP address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generate the
to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
cation information and remote end triplet information hav-
ing a correspondence relationship therebetween; perform
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data; accumulate the number of records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, wherein the
number of the records is used as the number of connections
corresponding to the remote end triplet information and the
application information, to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the number of connections having a correspon-
dence relationship therebetween; according to a result of
comparing the number of the connections with a first con-
nection number threshold, select the remote end triplet
information and application information having a correspon-
dence relationship therebetween from the clustering result,
where the number of connections corresponding to the
selected remote end triplet information and application
information is greater than or equal to the first connection
number threshold; or, according to a result of comparing a
proportion of the number of connections to the number of all
connections with a second connection number proportion
threshold, select remote end triplet information and appli-
cation information having a correspondence relationship
therebetween from the clustering result, where the propor-
tion of the number of connections corresponding to the
selected remote end triplet information and application
information to the number of all connections is greater than
or equal to the second connection number proportion thresh-
old, and send the selected remote end triplet information and
application information having a correspondence relation-
ship therebetween to the DPI subsystem.

With reference to the eighth aspect, in a third implemen-
tation manner, in the system, each record further includes a
client IP address, a client port, and traffic that corresponds to
the application information and quintuple information, and
the client IP address, the client port, and the remote end
triplet information form the quintuple information;

the DPI subsystem is further configured to perform pro-
tocol identification processing on received first network
data, and output a first protocol identification result to the
UBA subsystem, where the first protocol identification result
includes quintuple information; and

the UBA subsystem is specifically configured to: receive
first network data, where the first network data includes one
or more data streams, and each of the data streams includes
one or more data packets; for each type of application,
according to domain name information corresponding to the
application, crawl IP address information corresponding to
the domain name information to obtain a crawling result
including application information, the domain name infor-
mation, and the IP address information having a correspon-
dence relationship therebetween; obtain a first protocol
identification result output by the DPI subsystem; according
to the crawling result, the first protocol identification result,
and the first network data, by using a same IP address in the
crawling result and in the first protocol identification result
as an association condition, associatedly generate the to-be-
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processed data, where the to-be-processed data includes
multiple records, each record includes: the application infor-
mation, the quintuple information, and the traffic having a
correspondence relationship therebetween, the traffic corre-
sponding to the quintuple information is an accumulated
value of load lengths of one or more data packets in the first
network data that include the quintuple information; perform
clustering processing on records with same remote end
triplet information and same application information but
with different client IP addresses and different client ports in
the to-be-processed data, and obtain a traffic aggregate
amount corresponding to the remote end triplet information
and the application information by accumulating traffic in
records with same remote end triplet information and same
application information in the to-be-processed data, to
obtain a clustering result including the remote end triplet
information, the application information, and the traffic
aggregate amount having a correspondence relationship
therebetween; according to a result of comparing the traffic
aggregate amount with a first traffic threshold, select remote
end triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the traffic aggregate amount corresponding
to the selected remote end triplet information and applica-
tion information is greater than or equal to the first traffic
threshold; or, according to a result of comparing a proportion
of the traffic aggregate amount to all traffic with a second
traffic proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information to all traffic is greater than or equal
to the second traffic proportion threshold, and send the
selected remote end triplet information and application
information having a correspondence relationship therebe-
tween to the DPI subsystem.

With reference to the eighth aspect, in a fourth imple-
mentation manner, in the system, each record further
includes a client IP address, a client port, and traffic that
corresponds to the application information and quintuple
information, and the client IP address, the client port, and the
remote end triplet information form the quintuple informa-
tion;

the system further includes a crawling subsystem, con-
figured to, for each type of application, according to domain
name information corresponding to the application, crawl IP
address information corresponding to the domain name
information to obtain a crawling result including the appli-
cation information, the domain name information, and the IP
address information that have a correspondence relationship
therebetween;

the DPI subsystem is further configured to perform pro-
tocol identification processing on received first network
data, and output a first protocol identification result to the
UBA subsystem, where the first protocol identification result
includes quintuple information; and

the UBA subsystem is specifically configured to: receive
first network data, where the first network data includes one
or more data streams, and each of the data streams includes
one or more data packets; obtain the first protocol identifi-
cation result output by the DPI subsystem and a crawling
result output by the crawling subsystem; according to the
crawling result, the first protocol identification result, and
the first network data, by using a same IP address in the
crawling result and in the first protocol identification result
as an association condition, associatedly generate the to-be-
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processed data, where the to-be-processed data includes
multiple records, each record includes: the application infor-
mation, the quintuple information, and the traffic having a
correspondence relationship therebetween, the traffic corre-
sponding to the quintuple information is an accumulated
value of load lengths of one or more data packets in the first
network data that include the quintuple information; perform
clustering processing on records with same remote end
triplet information and same application information but
with different client IP addresses and different client ports in
the to-be-processed data, and obtain a traffic aggregate
amount corresponding to the remote end triplet information
and the application information by accumulating traffic in
records with same remote end triplet information and same
application information in the to-be-processed data, to
obtain a clustering result including the remote end triplet
information, the application information, and the traffic
aggregate amount having a correspondence relationship
therebetween; according to a result of comparing the traffic
aggregate amount with a first traffic threshold, select remote
end triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the traffic aggregate amount corresponding
to the selected remote end triplet information and applica-
tion information is greater than or equal to the first traffic
threshold; or, according to a result of comparing a proportion
of the traffic aggregate amount to all traffic with a second
traffic proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information to all traffic is greater than or equal
to the second traffic proportion threshold, and send the
selected remote end triplet information and application
information having a correspondence relationship therebe-
tween to the DPI subsystem.

With reference to the eighth aspect or the first, second,
third or fourth implementation manner of the eighth aspect,
in a fifth implementation manner, the system further
includes a service control subsystem the DPI subsystem is
further configured to provide the application information for
the service control subsystem; and the service control sub-
system is configured to, according to the application infor-
mation provided by the DPI subsystem, provide application-
based services, where the services include accounting,
blocking, traffic limiting, redirection, or service optimiza-
tion.

It can be seen that, in the embodiment of the present
invention, a UBA subsystem obtains to-be-processed data,
where the to-be-processed data includes multiple records,
and each record includes application information and remote
end triplet information having a correspondence relationship
therebetween; performs clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculates a service load amount
corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
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relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to a DPI subsystem, so that
a data mining analysis result of the UBA subsystem is
synchronously transmitted to the DPI subsystem, in other
words, the UBA subsystem feeds back the data mining
analysis result of the UBA subsystem to the DPI subsystem,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem is established or
updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem;
therefore, when receiving second network data, the DPI
subsystem may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence between the application information and the
remote end triplet information for the application informa-
tion matching the remote end triplet information contained
in the second network data, so as to greatly improve DPI-
based identification performance and an application identi-
fication rate, especially dramatically improve an application
identification rate of an encryption protocol, and dramati-
cally improve an application identification rate of bearing
protocols.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of
the present invention or in the prior art more clearly, the
following briefly introduces the accompanying drawings
required for describing the embodiments or the prior art.
Apparently, the accompanying drawings in the following
description show merely some embodiments of the present
invention, and a person of ordinary skill in the art may still
derive other drawings from these accompanying drawings
without creative efforts.

FIG. 1A is a schematic structural diagram of a conven-
tional hierarchical relationship diagram of protocols.

FIG. 1B is a schematic diagram of conventional stream-
based bearing.

FIG. 1C is a schematic diagram of conventional packet-
based bearing.

FIG. 2 is a schematic diagram of a logical structure of a
communications system according to an embodiment of the
present invention.

FIG. 3 is a schematic diagram of a logical structure of
another communications system according to an embodi-
ment of the present invention.

FIG. 4 is a schematic diagram of a logical structure of
another communications system according to an embodi-
ment of the present invention.

FIG. 5 is a schematic diagram of physical deployment of
a communications system according to an embodiment of
the present invention.

FIG. 6A is a schematic flow chart of a UBA-based data
mining method provided by an embodiment of the present
invention.

FIG. 6B is a schematic flow chart of another UBA-based
data mining method provided by an embodiment of the
present invention.

FIG. 6C is a schematic flow chart of another UBA-based
data mining method provided by an embodiment of the
present invention.

FIG. 6D is a schematic flow chart of another UBA-based
data mining method provided by an embodiment of the
present invention.
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FIG. 6E is a schematic flow chart of another UBA-based
data mining method provided by an embodiment of the
present invention.

FIG. 7 is a schematic flow chart of an application iden-
tification method provided by an embodiment of the present
invention.

FIG. 8 is a schematic flow chart of another application
identification method provided by an embodiment of the
present invention.

FIG. 9 is a schematic flow chart of another UBA-based
data mining method according to an embodiment of the
present invention.

FIG. 10 is a schematic structural diagram of a UBA-based
data mining apparatus provided by an embodiment of the
present invention.

FIG. 11 is a schematic structural diagram of a UBA server
provided by an embodiment of the present invention.

FIG. 12A is a schematic structural diagram of an appli-
cation identification apparatus provided by an embodiment
of the present invention.

FIG. 12B is a schematic structural diagram of another
application identification apparatus 1200 provided by an
embodiment of the present invention.

FIG. 13 is a schematic structural diagram of a commu-
nications device provided by an embodiment of the present
invention.

FIG. 14 is a schematic structural diagram of a DPI server
provided by an embodiment of the present invention.

FIG. 15 is a schematic structural diagram of another
communications device provided by an embodiment of the
present invention.

FIG. 16 is a schematic structural diagram of a computer
system provided by an embodiment of the present invention.

FIG. 17 is a schematic structural diagram of a computer
system provided by an embodiment of the present invention.

DETAIL DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of the embodiments of the present invention more
comprehensible, the following clearly describes the techni-
cal solutions in the embodiments of the present invention
with reference to the accompanying drawings in the embodi-
ments of the present invention. Apparently, the described
embodiments are merely a part rather than all of the embodi-
ments of the present invention. All other embodiments
obtained by a person of ordinary skill in the art based on the
embodiments of the present invention without creative
efforts shall fall within the protection scope of the present
invention.

To make it convenient to understand the embodiments of
the present invention, elements introduced in the description
of the embodiments of the present invention are described
herein first.

Quintuple information: a source IP address, a source port,
a destination IP address, a destination port, and a transmis-
sion protocol. It should be noted that, the embodiments of
the present invention are applied in a client/server (C/S)
networking mode, so that in the embodiments of the present
invention, the source IP address and the source port shall be
understood as a client IP address and a client port, respec-
tively; the destination IP address and the destination port
shall be understood as a server IP address and a server port,
respectively; and for ease of description in the following,
concepts are unified herein first, that is, a local end is a
client, a remote end is a server, and remote end triplet
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information is used to indicate a server IP address, a server
port, and a transmission protocol.

Remote end triplet information: a server IP address, a
server port, and a transmission protocol; it should be noted
that, if network data is sent from a client to a server, the
remote end triplet information may also be used to indicate
a destination IP address, a destination port, and a transmis-
sion protocol. In the embodiments of the present invention,
examples are provided mainly in this scenario to illustrate
the solutions of the present invention.

Application information: information used to indicate an
application, for example, an application name or an appli-
cation identifier or an application type. For example, refer-
ring to FIG. 1A, the application can be social network
service (SNS), electronic mail (E-mail), GMAIL_SSL,
Skype, KuGoo, and PPLive.

Referring to FIG. 2, FIG. 2 is a schematic diagram of a
logical structure of a communications system according to
an embodiment of the present invention. As shown in FIG.
2, the communications system according to the embodiment
of the present invention includes: a DPI subsystem 10 and a
UBA subsystem 20.

The UBA subsystem 20 is configured to obtain to-be-
processed data, where the to-be-processed data includes
multiple records, and each record includes application infor-
mation and remote end triplet information having a corre-
spondence relationship therebetween; perform clustering
processing on records with same remote end triplet infor-
mation and same application information in the to-be-
processed data, and calculate, according to the records with
the same remote end triplet information and the same
application information, a service load amount correspond-
ing to the remote end triplet information and the application
information to obtain a clustering result including the remote
end triplet information, the application information, and the
service load amount that have a correspondence relationship
therebetween; according to the service load amount or a
proportion of the service load amount, select remote end
triplet information and application information that have
high reliability and have correspondence relationship ther-
ebetween from the clustering result, and send the remote end
triplet information and the application information that have
high reliability and have correspondence relationship ther-
ebetween to the DPI subsystem 10, where the remote end
triplet information includes: a server IP address, a server
port, and a transmission protocol.

The DPI subsystem 10 is configured to, when receiving
second network data, search, according to remote end triplet
information contained in the second network data, corre-
spondence relationship between application information and
remote end triplet information that is maintained by the DPI
subsystem 10 for application information matching the
remote end triplet information contained in the second
network data to identify an application type of the second
network data, where the correspondence relationship
between the application information and the remote end
triplet information that is maintained by the DPI subsystem
10 is established or updated based on the remote end triplet
information and application information that are sent by the
UBA subsystem and have correspondence relationship ther-
ebetween. It should be understood that, after the application
information is determined, application-based services, such
as blocking of a mail tariff packet, a video tariff packet, a
game tariff packet, and specific downloaded software, may
be supported.
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The service load amount mentioned in the embodiment of
the present invention includes, but is not limited to, a traffic
aggregate amount or the number of connections.

In a situation in which the service load amount is the
traffic aggregate amount, in an implementation manner, in
the communications system of the embodiment of the pres-
ent invention, the DPI subsystem 10 is further configured to
perform protocol identification processing on received first
network data, and output a first protocol identification result
to the UBA subsystem 20, where the first protocol identifi-
cation result includes the remote end triplet information.
Preferably, the first protocol identification result includes
quintuple information and L7 protocol information.

Correspondingly, the UBA subsystem 20 is specifically
configured to: for each type of application, according to
domain name information corresponding to the application,
crawl IP address information corresponding to the domain
name information to obtain a crawling result including
application information, the domain name information, and
the IP address information having a correspondence rela-
tionship therebetween; obtain the first protocol identification
result output by the DPI subsystem 10; according to the
crawling result and the first protocol identification result, by
using a same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generate the to-be-processed data, where the
to-be-processed data includes multiple records, and each
record includes application information and remote end
triplet information having a correspondence relationship
therebetween; perform clustering processing on the records
with the same remote end triplet information and the same
application information in the to-be-processed data; accu-
mulate the number of the records with the same remote end
triplet information and the same application information in
the to-be-processed data, where the number of the records is
used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of the connections having a correspondence rela-
tionship therebetween; according to a result of comparing
the number of the connections with a first connection
number threshold, select remote end triplet information and
application information having a correspondence relation-
ship therebetween from the clustering result, where the
number of connections corresponding to the selected remote
end triplet information and application information is greater
than or equal to the first connection number threshold; or,
according to a result of comparing a proportion of the
number of the connections to the number of all connections
with a second connection number proportion threshold,
select remote end triplet information and application infor-
mation having a correspondence relationship therebetween
from the clustering result, where the proportion of the
number of connections corresponding to the selected remote
end triplet information and application information to the
number of all connections is greater than or equal to the
second connection number proportion threshold, and send
the selected remote end triplet information and application
information having a correspondence relationship therebe-
tween to the DPI subsystem 10.

It should be noted that, that the DPI subsystem 10 outputs
the first protocol identification result to the UBA subsystem
20 may be that: the DPI subsystem 10 directly outputs the
first protocol identification result to the UBA subsystem 20,
and the DPI subsystem 10 may also indirectly output the first
protocol identification result to the UBA subsystem 20. For
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example, the DPI subsystem 10 sends the first protocol
identification result to a database for storage, so that the
UBA subsystem 20 obtains the first protocol identification
result from the database in real time or regularly.

In another implementation manner, as shown in FIG. 3,
the system of the embodiment of the present invention
further includes: a crawling subsystem 30, configured to, for
each type of application, according to domain name infor-
mation corresponding to the application, crawl IP address
information corresponding to the domain name information
to obtain a crawling result including application informa-
tion, the domain name information, and the IP address
information having a correspondence relationship therebe-
tween. The crawling result herein may be directly or indi-
rectly transferred to the UBA subsystem 20. For the latter
situation, for example, the crawling subsystem 30 stores the
crawling result in a database, and the database has commu-
nication connections to both the UBA subsystem 20 and the
crawling subsystem 30.

The DPI subsystem 10 is further configured to perform
protocol identification processing on received first network
data, and output a first protocol identification result to the
UBA subsystem. The first protocol identification result
includes the remote end triplet information; preferably, the
first protocol identification result includes quintuple infor-
mation and L7 protocol information.

Correspondingly, the UBA subsystem 20 is specifically
configured to: obtain the first protocol identification result
output by the DPI subsystem 10; according to the crawling
result and the first protocol identification result, by using a
same IP address in the crawling result and in the first
protocol identification result as an association condition,
generate the to-be-processed data, where the to-be-pro-
cessed data includes multiple records, and each record
includes application information and remote end ftriplet
information having a correspondence relationship therebe-
tween; perform clustering processing on records with same
remote end triplet information and same application infor-
mation in the to-be-processed data; accumulate the number
of the records with the same remote end triplet information
and the same application information in the to-be-processed
data, where the number of the records is used as the number
of connections corresponding to the remote end ftriplet
information and the application information, to obtain a
clustering result including the remote end triplet informa-
tion, the application information, and the number of the
connections having a correspondence relationship therebe-
tween; according to a result of comparing the number of the
connections with a first connection number threshold, select
remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the number of connections corre-
sponding to the selected remote end triplet information and
application information is greater than or equal to the first
connection number threshold; or, according to a result of
comparing a proportion of the number of the connections to
the number of all connections with a second connection
number proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the number of connections corre-
sponding to the selected remote end triplet information and
application information to the number of all connections is
greater than or equal to the second connection number
proportion threshold, and send the selected remote end
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triplet information and application information having a
correspondence relationship therebetween to the DPI sub-
system 10.

In a situation in which the service load amount is the
number of connections, in an implementation manner, in the
communications system of the embodiment of the present
invention, each record in the to-be-processed data further
includes: a client IP address, a client port, and traffic
corresponding to the application information and the quin-
tuple information. The client IP address, the client port and
the remote end triplet information form the quintuple infor-
mation.

The DPI subsystem 10 is further configured to perform
protocol identification processing on the received first net-
work data, and output a first protocol identification result to
the UBA subsystem 20, where the first protocol identifica-
tion result includes quintuple information. Preferably, the
first protocol identification result includes quintuple infor-
mation and L7 protocol information.

Correspondingly, the UBA subsystem 20 is specifically
configured to: receive first network data, where the first
network data includes one or more data streams, and each of
the data streams includes one or more data packets; for each
type of application, according to domain name information
corresponding to the application, crawl IP address informa-
tion corresponding to the domain name information to
obtain a crawling result including application information,
the domain name information, and the IP address informa-
tion having a correspondence relationship therebetween;
obtain a first protocol identification result output by the DPI
subsystem 10; according to the crawling result, the first
protocol identification result, and the first network data, by
using a same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generate the to-be-processed data, where the
to-be-processed data includes multiple records, each record
includes: the application information, the quintuple infor-
mation, and the traffic having a correspondence relationship
therebetween, the traffic corresponding to the quintuple
information is an accumulated value of load lengths of one
or more data packets in the first network data that include the
quintuple information; perform clustering processing on
records with same remote end triplet information and same
application information but with different client IP addresses
and different client ports in the to-be-processed data, and
obtain a traffic aggregate amount corresponding to the
remote end triplet information and the application informa-
tion by accumulating traffic in records with same remote end
triplet information and same application information in the
to-be-processed data, to obtain a clustering result including
the remote end triplet information, the application informa-
tion, and the traffic aggregate amount having a correspon-
dence relationship therebetween; according to a result of
comparing the traffic aggregate amount with a first traffic
threshold, select remote end triplet information and appli-
cation information having a correspondence relationship
therebetween from the clustering result, where the traffic
aggregate amount corresponding to the selected remote end
triplet information and application information is greater
than or equal to the first traffic threshold; or, according to a
result of comparing a proportion of the traffic aggregate
amount to all traffic with a second traffic proportion thresh-
old, select remote end triplet information and application
information having a correspondence relationship therebe-
tween from the clustering result, where the proportion of the
traffic aggregate amount corresponding to the selected
remote end triplet information and application information
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to all traffic is greater than or equal to the second traffic
proportion threshold, and send the selected remote end
triplet information and application information having a
correspondence relationship therebetween to the DPI sub-
system 10.

In another implementation manner, as shown in FIG. 3,
the system of the embodiment of the present invention
further includes: a crawling subsystem 30, configured to, for
each type of application, according to domain name infor-
mation corresponding to the application, crawl IP address
information corresponding to the domain name information
to obtain a crawling result including application informa-
tion, the domain name information, and the IP address
information having a correspondence relationship therebe-
tween. The crawling result herein may be directly or indi-
rectly transferred to the UBA subsystem 20. For the latter
situation, for example, the crawling subsystem 30 stores the
crawling result in a database, and the database has commu-
nication connections to both the UBA subsystem 20 and the
crawling subsystem 30.

The DPI subsystem 10 is further configured to perform
protocol identification processing on received first network
data, and output a first protocol identification result to the
UBA subsystem. The first protocol identification result
includes quintuple information; preferably, the first protocol
identification result includes quintuple information and L7
protocol information.

Correspondingly, the UBA subsystem 20 is specifically
configured to: receive first network data, where the first
network data includes one or more data streams, and each of
the data streams includes one or more data packets; obtain
the first protocol identification result output by the DPI
subsystem 10 and a crawling result output by the crawling
subsystem; according to the crawling result, the first proto-
col identification result, and the first network data, by using
a same [P address in the crawling result and in the first
protocol identification result as an association condition,
generate the to-be-processed data, where the to-be-pro-
cessed data includes multiple records, each record includes:
the application information, the quintuple information, and
the traffic having a correspondence relationship therebe-
tween, the traffic corresponding to the quintuple information
is an accumulated value of load lengths of one or more data
packets in the first network data that include the quintuple
information; perform clustering processing on records with
same remote end triplet information and same application
information but with different client IP addresses and dif-
ferent client ports in the to-be-processed data, and obtain a
traffic aggregate amount corresponding to the remote end
triplet information and the application information by accu-
mulating traffic in records with same remote end triplet
information and same application information in the to-be-
processed data, to obtain a clustering result including the
remote end triplet information, the application information,
and the traffic aggregate amount having a correspondence
relationship therebetween; according to a result of compar-
ing the traffic aggregate amount with a first traffic threshold,
select remote end triplet information and application infor-
mation having a correspondence relationship therebetween
from the clustering result, where the traffic aggregate
amount corresponding to the selected remote end triplet
information and application information is greater than or
equal to the first traffic threshold; or, according to a result of
comparing a proportion of the traffic aggregate amount to all
traffic with a second traffic proportion threshold, select
remote end triplet information and application information
having a correspondence relationship therebetween from the
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clustering result, where the proportion of the traffic aggre-
gate amount corresponding to the selected remote end triplet
information and application information to all traffic is
greater than or equal to the second traffic proportion thresh-
old, and send the selected remote end triplet information and
application information having a correspondence relation-
ship therebetween to the DPI subsystem 10.

It should be noted that, a condition or a data source, with
which the UBA subsystem 20 generates the to-be-processed
data, may be the first network data, the first protocol
identification result, and the crawling result that are obtained
from a database having a communication connection, and
may also receive a first network data sent by a network
element device (for example, a router), a first protocol
identification result sent by the DPI subsystem 10, and a
crawling result sent by the crawling subsystem 30.

It should be noted that, the UBA subsystem 20 in the
communications system of the embodiment of the present
invention may be in the offline state, change into online state
when a working trigger condition is satisfied, perform data
mining, and feedback a data mining analysis result (that is,
application information and remote end triplet information
having a correspondence relationship therebetween) to the
DPI subsystem 10.

In an actual application, the UBA subsystem 20 in the
communications system of the embodiment of the present
invention may be a UBA server.

In an actual application, in an implementation manner, the
DPI subsystem 10 in the communications system of the
embodiment of the present invention may be an independent
DPI server, for example, the DPI server is externally
deployed, or, the DPI server is connected in series in a
network architecture; in a mobile network, for example, the
DPI server is connected in series between an Radio Network
Controller (RNC) and a gateway general packet radio ser-
vice (GPRS) support node (GGSN), or the DPI server is
connected in series between a GGSN and a service control
gateway; in a fixed network, for example, the DPI server is
connected in series between a broadband access server and
a service control gateway. In another implementation man-
ner, the DPI subsystem 10 may also be a network element
device having a DPI function, and a product form thereof
may be a router, a gateway device, an RNC, a GGSN, an
Service Continuity Gateway (SCG), or a Packet Data Serv-
ing Node (PDSN), and so on. It should be understood that,
the DPI subsystem 10 supports independent external dispo-
sition, the DPI subsystem 10 may be connected to an
existing device, and may also be built in a network element
device of an existing network through, for example, plug-
ging or software integration.

In an actual application, the crawling subsystem 30 in the
communications system of the embodiment of the present
invention may be one or more crawling servers (that is, a
crawling server group), such as a Domain Name System
(DNS) server, a web server, a mail server and/or a game
server.

It should be understood that, the DPI subsystem 10 and
the UBA subsystem mentioned in the embodiment of the
present invention are both deployed on a single physical
node.

The technical solution of the embodiment of the present
invention may be applied in various communications sys-
tems, such as a global system for mobile communications
(GSMsystem), a code division multiple access (CDMA))
system, a wideband code division multiple access
(WCDMA) system, a GPRS, a long term evolution (LTE)
system, an LTE frequency division duplex (FDD) system,
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LTE time division duplex (TDD), a universal mobile tele-
communication system (UMTS), and a worldwide interop-
erability for microwave access (WiMAX) communications
system.

It can be seen that, in the embodiment of the present
invention, a UBA subsystem obtains to-be-processed data,
where the to-be-processed data includes multiple records,
and each record includes application information and remote
end triplet information having a correspondence relationship
therebetween; performs clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculates a service load amount
corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to a DPI subsystem, so that
a data mining analysis result of the UBA subsystem is
synchronously transmitted to the DPI subsystem, in other
words, the UBA subsystem feeds back the data mining
analysis result of the UBA subsystem to the DPI subsystem,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem is established or
updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem;
therefore, when receiving second network data, the DPI
subsystem may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence between the application information and the
remote end triplet information for the application informa-
tion matching the remote end triplet information contained
in the second network data, so as to greatly improve DPI-
based identification performance and an application identi-
fication rate, especially dramatically improve an application
identification rate of an encryption protocol, and dramati-
cally improve an application identification rate of bearing
protocols.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA subsystem; the UBA subsystem obtains
to-be-processed data, where the to-be-processed data
includes multiple records, each record at least includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
to-be-processed data is generated according to a data source
at least including the first protocol identification result; so
that the input or output of the DPI subsystem and the input
or output of the UBA subsystem can be transformed into
each other to some extent.

Further, in the communications system provided by the
embodiment of the present invention, the UBA subsystem
feeds back the data mining analysis result of the UBA
subsystem to the DPI subsystem, that is, the correspondence
relationship between the application information and the
remote end triplet information that is maintained by the DPI
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subsystem is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence between the
application information and the remote end triplet informa-
tion, resulting in reduction in maintenance work.

Referring to FIG. 4, FIG. 4 is a schematic diagram of a
logical structure of another communications system accord-
ing to an embodiment of the present invention. As shown in
FIG. 4, the communications system of the embodiment of
the present invention includes: a DPI subsystem 10, a UBA
subsystem 20, and a service control subsystem 40. For
functions of the DPI subsystem 10 and the UBA subsystem
20, reference may be made to the description of the embodi-
ment of the aforementioned communications system.

The DPI subsystem 10 is further configured to provide the
application information for the service control subsystem
40.

The service control subsystem 40 is configured to, accord-
ing to the application information provided by the DPI
subsystem 10, provide application-based services, where the
services include accounting, blocking, traffic limiting, redi-
rection, or service optimization.

An application-based service providing network of the
embodiment of the present invention can provide applica-
tion-based services, and the services herein include, but not
limited to, accounting, blocking, traffic limiting, redirection,
or service optimization. In other words, identify and analyze
various application layer protocols in the network, and apply
various policies to the various application layer protocols,
such as accounting, blocking, traffic limiting, redirection, or
service optimization, for example, blocking of a mail tariff
packet, a video tariff packet, a game tariff packet, and
specific downloaded software.

It can be seen that, in the embodiment of the present
invention, a UBA subsystem obtains to-be-processed data,
where the to-be-processed data includes multiple records,
and each record includes application information and remote
end triplet information having a correspondence relationship
therebetween; performs clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculates a service load amount
corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to a DPI subsystem, so that
a data mining analysis result of the UBA subsystem is
synchronously transmitted to the DPI subsystem, in other
words, the UBA subsystem feeds back the data mining
analysis result of the UBA subsystem to the DPI subsystem,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem is established or
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updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem;
therefore, when receiving second network data, the DPI
subsystem may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence between the application information and the
remote end triplet information for the application informa-
tion matching the remote end triplet information contained
in the second network data, so as to greatly improve DPI-
based identification performance and an application identi-
fication rate, especially dramatically improve an application
identification rate of an encryption protocol, and dramati-
cally improve an application identification rate of bearing
protocols, thereby realizing support of application-based
services.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA subsystem; the UBA subsystem obtains
to-be-processed data, where the to-be-processed data
includes multiple records, each record at least includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
to-be-processed data is generated according to a data source
at least including the first protocol identification result; so
that the input or output of the DPI subsystem and the input
or output of the UBA subsystem can be transformed into
each other to some extent.

Further, in the communications system provided by the
embodiment of the present invention, the UBA subsystem
feeds back the data mining analysis result of the UBA
subsystem to the DPI subsystem, that is, the correspondence
relationship between the application information and the
remote end triplet information that is maintained by the DPI
subsystem is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence between the
application information and the remote end triplet informa-
tion, resulting in reduction in maintenance work.

An embodiment of the present invention is mainly applied
to a client/server C/S networking mode, and referring to
FIG. 5, FIG. 5 is a schematic diagram of physical deploy-
ment of a communications system according to an embodi-
ment of the present invention, providing an accounting
service for an operator network. As shown in FIG. 5, the
communications system includes: user terminals 50a-505, a
base station 51, a RNC 52, a GGSN 53, a SCG 54, a UBA
server 55, a policy server (PCRF) 56, an accounting server
57, a subscription profile repository (SPR) database 58, and
a crawling server group (a game server 60, a web server 61,
a mail server 62, and a DNS server 63). The SCG 54 is
connected to the Internet.

Referring to FIG. 6A, FIG. 6A is a schematic flow chart
of a UBA-based data mining method provided by an
embodiment of the present invention, the method may be
applied to the UBA subsystem shown in FIG. 2 or 3 (that is,
a UBA server), and as shown in FIG. 6A, the method may
include the following steps.

S601: Obtain to-be-processed data, where the to-be-pro-
cessed data includes multiple records, each record includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
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remote end triplet information includes a transmission pro-
tocol, a server IP address, and a server port.

Preferably, each record includes: application information
and quintuple information having a correspondence relation-
ship therebetween, where the quintuple information herein
includes a client IP address, a client port, a transmission
protocol, a server IP address, and a server port.

S602: Perform clustering processing on records with same
remote end triplet information and same application infor-
mation in the to-be-processed data, and according to the
records with the same remote end triplet information and the
same application information in the to-be-processed data,
calculate a service load amount corresponding to the remote
end triplet information and the application information to
obtain a clustering result including the remote end triplet
information, the application information, and the service
load amount that have a correspondence relationship ther-
ebetween.

The service load amount in the embodiment of the present
invention includes, but not limited to, any one or combina-
tion of a traffic aggregate amount and the number of con-
nections. The traffic aggregate amount herein refers to an
aggregate amount of traffic of network data transmitted on
each connection of the connections, and in other words, the
quintuple information can uniquely identify a connection.
The number of the connections herein in the present inven-
tion indicates the number of connections with same remote
end triplet information in the quintuple information.

S603: According to the service load amount or a propor-
tion of the service load amount, select remote end triplet
information and application information that have high
reliability and have correspondence relationship therebe-
tween from the clustering result.

It should be understood that, the clustering result in step
S602 includes remote end triplet information and application
information that are false and have correspondence relation-
ship therebetween. For example, more and more proxy
servers exist in a current network environment, convergence
processing is performed in step S603 on the clustering result
obtained in S602, to remove a false application feature.

In an implementation manner, according to the service
load amount or a proportion of the service load amount,
selecting remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween from the clustering result
may include: according to a result of comparing the service
load amount with a first threshold, selecting remote end
triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the service load amount corresponding to
the selected remote end triplet information and application
information is greater than or equal to the first threshold, or
according to a result of comparing the proportion of the
service load amount with a second threshold, selecting
remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the proportion of the service load
amount corresponding to the selected remote end triplet
information and application information is greater than or
equal to the second threshold.

It should be noted that, the first threshold and the second
threshold herein may be flexibly set according to an actual
application or an empirical value, which is not limited in the
embodiment of the present invention.
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S604: Send the remote end triplet information and appli-
cation information that have high reliability and have a
correspondence relationship therebetween to a DPI subsys-
tem.

It can be seen that, in the UBA-based data mining method
provided by the embodiment of the present invention, a
UBA subsystem (a UBA server) obtains to-be-processed
data, where the to-be-processed data includes multiple
records, and each record includes application information
and remote end triplet information having a correspondence
relationship therebetween; performs clustering processing
on records with same remote end triplet information and
same application information in the to-be-processed data,
and according to the records with the same remote end triplet
information and the same application information in the
to-be-processed data, calculates a service load amount cor-
responding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to a DPI subsystem, so that
a data mining analysis result of the UBA subsystem is
synchronously transmitted to the DPI subsystem, in other
words, the UBA subsystem feeds back the data mining
analysis result of the UBA subsystem to the DPI subsystem,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem is established or
updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem;
therefore, when receiving second network data, the DPI
subsystem may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence between the application information and the
remote end triplet information for the application informa-
tion matching the remote end triplet information contained
in the second network data, so as to greatly improve DPI-
based identification performance and an application identi-
fication rate, especially dramatically improve an application
identification rate of an encryption protocol, and dramati-
cally improve an application identification rate of bearing
protocols.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA subsystem; the UBA subsystem obtains
to-be-processed data, where the to-be-processed data
includes multiple records, each record at least includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
to-be-processed data is generated according to a data source
at least including the first protocol identification result; so
that the input or output of the DPI subsystem and the input
or output of the UBA subsystem can be transformed into
each other to some extent.

Further, in the communications system provided by the
embodiment of the present invention, the UBA subsystem
feeds back the data mining analysis result of the UBA
subsystem to the DPI subsystem, that is, the correspondence
relationship between the application information and the
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remote end triplet information that is maintained by the DPI
subsystem is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence between the
application information and the remote end triplet informa-
tion, resulting in reduction in maintenance work.

Referring to FIG. 6B, FIG. 6B is a schematic flow chart
of another UBA-based data mining method provided by an
embodiment of the present invention, the method may be
applied to the UBA subsystem shown in FIG. 2 or 3 (that is,
a UBA server), and as shown in FIG. 6B, the method may
include the following steps.

S6011: For each type of application, according to domain
name information corresponding to the application, crawl IP
address information corresponding to the domain name
information to obtain a crawling result including the appli-
cation information, the domain name information, and the IP
address information that have a correspondence relationship
therebetween.

A crawling technology belongs to the prior art, and is not
repeated herein.

S6012: Obtain a first protocol identification result output
by a DPI subsystem, where the first protocol identification
result includes the remote end triplet information.

Preferably, the first protocol identification result includes
quintuple information and L7 protocol information.

It should be noted that, no execution order exists between
S6011 and S6012.

S6013: According to the crawling result and the first
protocol identification result, by using a same IP address in
the crawling result and in the first protocol identification
result as an association condition, associatedly generate
to-be-processed data, where the to-be-processed data
includes multiple records, and each record at least includes
application information and remote end triplet information
having a correspondence relationship therebetween.

Preferably, each record includes: a stream identifier, quin-
tuple information, and application information that have a
correspondence relationship therebetween.

S6014: Perform clustering processing on the records with
the same remote end triplet information and the same
application information in the to-be-processed data, and
accumulate the number of the records with the same remote
end triplet information and the same application information
in the to-be-processed data, where the number of the records
is used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of connections having a correspondence relation-
ship therebetween.

It should be understood that, if the first protocol identi-
fication result including the quintuple information is
obtained in S6012, S6014 is specifically that: perform clus-
tering processing on records with same remote end triplet
information and same application information but with
different client IP addresses and different client ports in the
to-be-processed data, accumulate the number of the records
with the same remote end triplet information and the same
application information but with different client IP addresses
and different client ports in the to-be-processed data, where
the number of the records is used as the number of connec-
tions corresponding to the remote end triplet information
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and the application information, to obtain a clustering result
including the remote end triplet information, the application
information, and the number of connections having a cor-
respondence relationship therebetween.

S6015: According to a result of comparing the number of
the connections with a first connection number threshold,
select remote end triplet information and application infor-
mation having a correspondence relationship therebetween
from the clustering result, where the number of connections
corresponding to the selected remote end triplet information
and application information is greater than or equal to the
first connection number threshold; or, according to a result
of comparing a proportion of the number of connections to
the number of all connections with a second connection
number proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
dence relationship therebetween from the clustering result,
where the proportion of the number of connections corre-
sponding to the remote end triplet information and applica-
tion information to the number of all connections is greater
than or equal to the second connection number proportion
threshold.

It should be noted that, the first connection number
threshold and the second connection number proportion
threshold herein may be flexibly set according to an actual
application or an empirical value, for example, the first
connection number threshold may be determined according
to network size, and the values thereof are not limited herein.
The second connection number proportion threshold may
be, for example, 90% or in a range of 85%-90%, and in some
application scenarios, the second connection number pro-
portion threshold may also be set to more than 30%.

S6016: Send the remote end triplet information and
application information that are selected and have a corre-
spondence relationship therebetween to the DPI subsystem.

Referring to FIG. 6C, FIG. 6C is a schematic flow chart
of another UBA-based data mining method provided by an
embodiment of the present invention, the method may be
applied to the UBA subsystem shown in FIG. 2 or 3 (that is,
a UBA server), and as shown in FIG. 6C, a difference
between this embodiment and the embodiment shown in
FIG. 6B lies in that:

S6010 is used to replace S6011 and S6012, where at
S6010 the UBA-based data mining method obtains a first
protocol identification result output by a DPI subsystem and
a crawling result output by a crawling subsystem, where the
first protocol identification result includes the remote end
triplet information, and the crawling result includes appli-
cation information, the domain name information, and the IP
address information having a correspondence relationship
therebetween. The other steps are the same, and are therefore
not repeated in this embodiment.

It should be noted that, the first protocol identification
result and the crawling result herein may be stored by the
DPI subsystem and the crawling subsystem, respectively, in
a database, and may also be directly sent by the DPI
subsystem and the crawling subsystem, respectively, to a
UBA subsystem (that is, a UBA server). In other words, the
first protocol identification result output by the DPI subsys-
tem may be directly or indirectly transferred to the UBA
subsystem, and in an indirect manner, that is, in an imple-
mentation manner, the DPI subsystem outputs the first
protocol identification result to a database; similarly, the
crawling result output by the crawling subsystem may be
directly or indirectly transferred to the UBA subsystem, and
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in an indirect manner, that is, in an implementation manner,
the crawling subsystem outputs the crawling result to a
database.

Referring to FIG. 6D, FIG. 6D is a schematic flow chart
of another UBA-based data mining method provided by an
embodiment of the present invention, the method may be
applied to the UBA subsystem shown in FIG. 2 or 3 (that is,
a UBA server), and as shown in FIG. 6D, the method may
include the following steps.

S6021: Receive first network data, where the first network
data includes one or more data streams, and each of the data
streams includes one or more data packets.

S6022: For each type of application, according to domain
name information corresponding to the application, crawl IP
address information corresponding to the domain name
information to obtain a crawling result including the appli-
cation information, the domain name information, and the IP
address information that have a correspondence relationship
therebetween.

A crawling technology belongs to the prior art, and is not
repeated herein.

S6023: Obtain a first protocol identification result, output
by a DPI subsystem, for the first network data, where the
first protocol identification result includes quintuple infor-
mation.

Preferably, the first protocol identification result includes
quintuple information and L7 protocol information.

It should be noted that, no execution order exists between
S6021, S6022 and S6023.

S6024: According to the crawling result, the first protocol
identification result, and the first network data, by using a
same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generate to-be-processed data, where the to-be-
processed data includes multiple records, each record
includes the application information, the quintuple informa-
tion, and the traffic having a correspondence relationship
therebetween, and the traffic corresponding to the quintuple
information is an accumulated value of load lengths of one
or more data packets in the first network data that include the
quintuple information.

Preferably, each record includes: a stream identifier, quin-
tuple information, application information, and traffic that
have a correspondence relationship therebetween.

S6025: Perform clustering processing on records with
same remote end triplet information and same application
information but with different client IP addresses and dif-
ferent client ports in the to-be-processed data, and obtain a
traffic aggregate amount corresponding to the remote end
triplet information and the application information by accu-
mulating traffic in records with same remote end triplet
information and same application information in the to-be-
processed data, to obtain a clustering result including the
remote end triplet information, the application information,
and the traffic aggregate amount having a correspondence
relationship therebetween.

S6026: According to a result of comparing the traffic
aggregate amount with a first traffic threshold, select remote
end triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the traffic aggregate amount corresponding
to the selected remote end triplet information and applica-
tion information is greater than or equal to the first traffic
threshold; or, according to a result of comparing a proportion
of the traffic aggregate amount to all traffic with a second
traffic proportion threshold, select remote end triplet infor-
mation and application information having a correspon-
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dence relationship therebetween from the clustering result,
where the proportion of the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information to all traffic is greater than or equal
to the second traffic proportion threshold.

It should be noted that, the first traffic threshold and the
second traffic proportion threshold herein may be flexibly set
according to an actual application or an empirical value. For
example, the first traffic threshold may be determined
according to a type of an application. Different applications
correspond to different first traffic thresholds. For example,
the first traffic threshold corresponding to network videos is
above G, and the first traffic threshold corresponding to mail
is hundreds of megabytes (M), for example, 300M or in a
range of 300M-500M. The second traffic proportion thresh-
old may be, for example, 90% or in a range of 80%-90%,
which is not limited by the present invention.

S6027: Send the remote end triplet information and
application information that are selected and have corre-
spondence relationship therebetween to the DPI subsystem.

Referring to FIG. 6E, FIG. 6E is a schematic flow chart
of another UBA-based data mining method provided by an
embodiment of the present invention, the method may be
applied to the UBA subsystem shown in FIG. 2 or 3 (that is,
a UBA server), and as shown in FIG. 6E, a difference
between this embodiment and the embodiment shown in
FIG. 6D lies in that:

S6023' is used to replace S6022 and S6023, where:

S6023": Obtain a first protocol identification result, output
by a DPI subsystem, for the first network data and a crawling
result output by a crawling subsystem, where the first
protocol identification result includes quintuple information,
and the crawling result includes application information,
domain name information, and IP address information hav-
ing a correspondence relationship therebetween. The other
steps are the same, and are therefore not repeated in this
embodiment.

It should be noted that, the first protocol identification
result and the crawling result herein may be stored by the
DPI subsystem and the crawling subsystem respectively in
a database, and may also be directly sent by the DPI
subsystem and the crawling subsystem respectively to a
UBA subsystem (that is, a UBA server). In other words, the
first protocol identification result output by the DPI subsys-
tem may be directly or indirectly transferred to the UBA
subsystem, and in an indirect manner, that is, in an imple-
mentation manner, the DPI subsystem outputs the first
protocol identification result to a database; similarly, the
crawling result output by the crawling subsystem may be
directly or indirectly transferred to the UBA subsystem, and
in an indirect manner, that is, in an implementation manner,
the crawling subsystem outputs the crawling result to a
database.

Referring to FIG. 7, FIG. 7 is a schematic flow chart of an
application identification method provided by an embodi-
ment of the present invention. It should be noted that, the
method may be applied to the DPI subsystem shown in FIG.
2 or 3. In an actual application, in an implementation
manner, a DPI subsystem of the embodiment of the present
invention may be an independent DPI server; in another
implementation manner, the DPI subsystem may also be a
network element device having a DPI function, and a
product form thereof may be a router, a gateway device, an
RNC, a GGSN, an SCG, or a PDSN, and so on. It should be
understood that, the DPI subsystem supports independent
external disposition, the DPI subsystem may be connected to
an existing device, and may also be built in a network
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element device of an existing network through plugging or
software integration. As shown in FIG. 7, the method may
include the following steps:

S701: Receive application information and remote end
triplet information that are sent by a UBA subsystem and
have a correspondence relationship therebetween, and sec-
ond network data, where the remote end triplet information
includes a transmission protocol, a server 1P address, and a
server port.

S702: According to remote end triplet information con-
tained in the second network data, search a correspondence
relationship between application information and remote
end triplet information that is maintained by a DPI subsys-
tem for application information matching the remote end
triplet information contained in the second network data to
identify an application type of the second network data,
where the correspondence relationship between application
information and remote end triplet information that is main-
tained by the DPI subsystem is established or updated based
on the application information and the remote end triplet
information that are sent by the UBA subsystem and have a
correspondence relationship therebetween.

Referring to FIG. 8, preferably, before S701, the method
of the embodiment of the present invention further includes
the following step:

S700: Perform protocol identification processing on
received first network data, and output a first protocol
identification result to the UBA subsystem, so that the UBA
subsystem, according to a data source at least including the
first protocol identification result, send remote end triplet
information and application information having a correspon-
dence relationship therebetween to the DPI subsystem,
where the first protocol identification result includes the
remote end triplet information, or the first protocol identi-
fication result includes quintuple information.

Preferably, the first protocol identification result includes
quintuple information and L7 protocol information. It
should be understood that, the protocol identification pro-
cessing herein includes Layer 2 feature matching, Layer 3
feature matching, and simple 1.7 feature matching (such as:
an IP address, a port, a transmission protocol, a TCP frame
header, and a short substring of a fixed position).

It should be noted that, the DPI subsystem may directly or
indirectly transfer the protocol identification result of the
network data to the UBA subsystem, and the UBA subsys-
tem obtains an application feature set meeting a condition by
using methods such as data mining, clustering, and converg-
ing, and synchronizes the application feature set to the DPI
subsystem. It should be understood that, this is a continu-
ously cyclical process. That is, a protocol identification
result of the received network data (especially a protocol
identification result with no application information being
identified) triggers the UBA subsystem to feed back an
application feature set, and the application feature set can be
used by the DPI subsystem to rapidly identify application
information of subsequent network data.

It should be noted that, the first network data and the
second network data herein may be different network data
packets under a same network application, and may also be
different network data packets under different network appli-
cations.

When the searching in S702 fails, the method of the
embodiment of the present invention further includes the
following step:

S703: Perform 17 feature matching on the second net-
work data to obtain a second protocol identification result,
and output the second protocol identification result to the
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UBA subsystem, where the second protocol identification
result includes remote end triplet information and applica-
tion information having a correspondence relationship ther-
ebetween or quintuple information and application informa-
tion having a correspondence relationship therebetween; or,
the second protocol identification result includes remote end
triplet information and L7 protocol information having a
correspondence relationship therebetween or quintuple
information and L7 protocol information having a corre-
spondence relationship therebetween.

Preferably, after S701, the method of the embodiment of
the present invention further includes: according to the
remote end triplet information and the application informa-
tion that are sent by the UBA subsystem and have corre-
spondence relationship therebetween, establishing or updat-
ing the correspondence relationship between the application
information and the remote end triplet information that is
maintained by the DPI subsystem, and storing the estab-
lished or updated correspondence between the application
information and the remote end triplet information, or stor-
ing the remote end triplet information and the application
information that are sent by the UBA subsystem and have
correspondence relationship therebetween.

It should be understood that, for the latter situation after
the “or”, generally, when a signature database maintained by
the DPI subsystem is empty, after the remote end triplet
information and the application information that are sent by
the UBA subsystem and have correspondence relationship
therebetween are received, the remote end triplet informa-
tion and the application information that are sent by the
UBA subsystem and have correspondence relationship ther-
ebetween are directly stored.

It can be seen that, in the application identification method
provided by the embodiment of the present invention, after
the UBA subsystem sends/synchronizes the remote end
triplet information and application information having a
correspondence relationship therebetween to the DPI sub-
system, a data mining analysis result of the UBA subsystem
is synchronously transmitted to the DPI subsystem, in other
words, the UBA subsystem feeds back the data mining
analysis result of the UBA subsystem to the DPI subsystem,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the DPI subsystem is established or
updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem;
therefore, when receiving second network data, the DPI
subsystem may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence between the application information and the
remote end triplet information for the application informa-
tion matching the remote end triplet information contained
in the second network data, so as to greatly improve DPI-
based identification performance and an application identi-
fication rate, especially dramatically improve an application
identification rate of an encryption protocol, and dramati-
cally improve an application identification rate of bearing
protocols.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA subsystem; the UBA subsystem obtains
to-be-processed data, where the to-be-processed data
includes multiple records, each record at least includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
to-be-processed data is generated according to a data source
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at least including the first protocol identification result; so
that the input or output of the DPI subsystem and the input
or output of the UBA subsystem can be transformed into
each other to some extent.
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result to a UBA server 55. In this embodiment, the protocol
identification result herein is shown in Table A, and the
protocol identification result includes a stream 1D, quintuple
information, and L7 protocol information.

TABLE A
Identification
result (Layer 7
Stream Destination IP Source  Destination port Transmission  (L7) protocol

D Source IP  (server IP) port (server port)  protocol name name)

0 192.168.0.250 74.125.71.17 39677 443 TCP HTTPS

1 192.168.0.250 202.96.134.133 1047 53 UDP DNS

2 192.168.0.250 74.125.71.18 1045 443 TCP HTTPS

3 192.168.0.250 202.96.134.133 1043 53 UDP DNS

4 192.168.0.250 74.125.71.19 1041 443 TCP HTTPS

5 192.168.0.250 202.96.134.133 1039 53 UDP DNS

6 192.168.0.250 74.125.71.19 1041 443 TCP HTTPS

7 192.168.0.250 202.96.134.133 1035 53 UDP DNS

8 192.168.0.250 74.125.71.17 1033 443 TCP HTTPS

9 192.168.0.250 74.125.71.17 1031 443 TCP HTTPS

10 192.168.0.250 202.96.134.133 1029 53 UDP DNS

11 192.168.0.250 74.125.71.17 1027 443 TCP HTTPS

12 192.168.0.250 74.125.71.17 1025 443 TCP HTTPS

13 192.168.0.250 202.96.134.133 1023 53 UDP DNS

14 192.168.0.250 74.125.71.83 1021 443 TCP Gmail_SSL

15 192.168.0.250 74.125.71.125 1026 80 TCP HTTP

Further, in the communications system provided by the
embodiment of the present invention, the UBA subsystem
feeds back the data mining analysis result of the UBA
subsystem to the DPI subsystem, that is, the correspondence
relationship between the application information and the
remote end triplet information that is maintained by the DPI
subsystem is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence between the
application information and the remote end triplet informa-
tion, resulting in reduction in maintenance work.

That an operator performs accounting on video traffic by
using the method of the embodiment of the present invention
is introduced below in detail with reference to an actual
application in which a user uses a browser through a user
terminal to access an online video service provider website
to view a video clip. Description is provided below for the
scenario.

Referring to FIG. 9, FIG. 9 is a schematic flow chart of
another UBA-based data mining method according to an
embodiment of the present invention, which is applied in a
network environment shown in FIG. 5, and as shown in FIG.
9, the method includes the following steps:

S900: In the initial state, in which correspondence (called
a DPI application association table for short), between
application information and remote end triplet information
that is maintained by a service control gateway 54 is empty,
configure a destination domain name list (such as mail-
.google.com and t.sina.com). The service control gateway
54 herein is provided with a DPI subsystem of the present
invention.

S901a-S9015: After network data enters the service con-
trol gateway 54 (the service control gateway 54 is provided
with the DPI subsystem), the service control gateway 54
performs protocol identification processing on the network
data, and outputs a corresponding protocol identification
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S902: The UBA server 55 interacts with a crawling server
group 60-63.

For each type of application, according to a configured
domain name list of the application, a corresponding IP
address list is crawled to obtain a crawling result including
application information, domain name information, and IP
address information having a correspondence relationship
therebetween (for example, each application corresponds to
a list, as show in Table B). It should be understood that S901
and S902 may be executed in parallel or in sequence.

For example, the UBA server 55 may interact with a DNS
server 63 in the following two manners:

1) active manner—interaction is performed through a
DNS protocol; and

2) passive manner—a DNS packet is intercepted in a
network, and parsing is performed to obtain a relationship
table of domain name and IP, which is of the prior art and
is not repeated herein.

TABLE B

(the first four columns are given in advance)

Trans-  Appli-
mission  cation
Application Domain name protocol  port 1P
GMAIL MAIL.GOOGLE.COM 74.125.71.17
74.125.71.18
74.125.71.19
74.125.71.83

S903: The UBA server 55 uses the server IP address of
Table A and Table B as a foreign key to associate the two
tables to create Table C. The IP in the record with the stream
ID being 14 in Table A is 74.125.71.83, and matches the IP
address in the GMAIL item in Table B, and an identification
result in Table A is GMAIL_SSL and is also consistent with
the GMAIL in Table B, so that the transmission protocol and
the port in Table A are used to fill Table B to obtain Table C,
which schematically is:
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TABLE C Preferably, Table F1 is sorted according to a traffic aggre-
gate amount field in descending order.
Trans-  Appli-
mission  cation
Application Domain name protocol  port 1P 5 TABLE F1
GMAIL  MAIL.GOOGLE.COM  TCP 443 74.125.71.17 Identification
74.125.71.18 Transmission result Traffic
74.125.71.19 Destination protocol  (application aggregate
74.125.71.83 Destination IP port name protocol type) amount
. ~ 10 741257117 443 TCP  GMAIL_SSL 198918
S904: The UBA server 55 matches a remote end triplet in aggregate
Table A according to Table C; if a remote end triplet 74.125.71.19 443 TCP  GMAIL_SSL 25468
matches, fills Table A with an application name from Table aggregate
C, accumulates load lengths of all data packets of a same 74'125'11'83 443 TCP GMAIL_SSL 3367
. . aggregate
stream, and fills a traffic field with an accumulation rgsult, 0 15 721571125 <0 TCP  HTTP Y64
create tgble. E. It shguld .be understood t.hat, quintuple ageregate
information is used to identify a stream, and in other words, 74.125.71.18 443 TCP GMAIL_ SSL 945
is used to identify a connection. At this point, classification aggregate
is completed.
TABLE E
Stream Source  Destination Transmission  Identification
D Source IP Destination IP port port protocol name  result Traffic
0 192.168.0.250 74.125.71.17 39677 443 TCP Gmail_SSL 94562
1 192.168.0.250 202.96.134.133 1047 53 UDP DNS 46
2 192.168.0.250 74.125.71.18 1045 443 TCP Gmail__SSL 945
3 192.168.0.250 202.96.134.133 1043 53 UDP DNS 46
4 192.168.0.250 74.125.71.19 1041 443 TCP Gmail_SSL 7815
5 192.168.0.250 202.96.134.133 1039 53 UDP DNS 46
6 192.168.0.250 74.125.71.19 1037 443 TCP Gmail_SSL 17653
7 192.168.0.250 202.96.134.133 1035 53 UDP DNS 46
8  192.168.0.250 74.125.71.17 1033 443 TCP Gmail_SSL 18645
9 192.168.0.250 74.125.71.17 1031 443 TCP Gmail_SSL. 15664
10 192.168.0.250 202.96.134.133 1029 53 UDP DNS 46
11 192.168.0.250 74.125.71.17 1027 443 TCP Gmail_SSL 65465
12 192.168.0.250 74.125.71.17 1025 443 TCP Gmail_SSL 4582
13 192.168.0.250 202.96.134.133 1023 53 UDP DNS 46
14 192.168.0.250 74.125.71.83 1021 443 TCP Gmail_SSL 3567
15 192.168.0.250 74.125.71.125 1026 80 TCP HTTP 2164
8905: The UBA server 55 performs clustering on Table E TABLE F1-continued
according to the transmission protocol, the server IP address,
and the server port, and makes statistics on a traffic aggre- ~ Identification
gate amount under each set of the transmission protocol, the - Transmission result Traffic
ad d th bl Destination protocol  (application aggregate
server IP a res.s, and the ser\{er Port, to creat.e T?l e F1, Destination IP port name  protocol type) amount
where Table F1 includes: a destination IP, a destination port, 45
a transmission protocol, an application protocol type (that is, 202.96.134.133 53 UDP  DNS 276
an identification result in the following table), and a traffic aggregate
aggregate amount having a correspondence relationship
therebetween. It should be noted that, an example of the s S$906: The UBA server 55 makes statistics on a traffic

service load amount is a traffic aggregate amount, and herein
the traffic aggregate amount under each set of the transmis-
sion protocol, the destination IP, and the destination port
may be understood as a traffic aggregate amount under each
set of the transmission protocol, a server IP address, and a
server port.
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percentage according to data in the column of the traffic
aggregate amount in Table F1, and preferably makes statics
on a cumulative traffic percentage, and the process is
repeated to create Table G1, where the traffic percentage
herein is a proportion of the traffic aggregate amount to all
traffic.

TABLE G1
Transmission Traffic Cumulative
Destination protocol Identification aggregate Traffic traffic

Destination IP port name result amount percentage percentage
74.125.71.17 aggregate 443 TCP GMAIL_ SSL 198918 85.99% 85.99%
74.125.71.19 aggregate 443 TCP GMAIL_ SSL 25468 11.01% 96.99%
74.125.71.83 aggregate 443 TCP GMAIL_ SSL 3567 1.54% 98.54%
74.125.71.125 aggregate 80 TCP HTTP 2164 0.94% 99.47%
74.125.71.18 aggregate 443 TCP GMAIL_ SSL 945 0.41% 99.88%
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TABLE G1-continued
Transmission Traffic Cumulative
Destination protocol Identification aggregate  Traffic traffic
Destination IP port name result amount percentage percentage
202.96.134.133 53 UDP DNS 276 0.12% 100.00%
aggregate
S907: A second traffic proportion threshold is set to 80%, 10 S9084a-S908b: The UBA server 55 outputs or synchro-

data in the column of the traffic percentage is compared with
the second traffic proportion threshold, and remote end
triplet information and application information in a record,
where the value in the column of the traffic percentage is
greater than or equal to the second traffic proportion thresh-
old, is selected from Table G1. In this embodiment, the
traffic percentage, corresponding to the selected remote end
triplet information and application information, in a first row
of data in Table G1 is 85.99% and is greater than or equal
to the second traffic proportion threshold being 80%.

Alternatively, in another implementation manner, if step
S906 is a step of making statistics on the cumulative traffic
percentage, the second traffic proportion threshold is set to
90%, and data in the column of the traffic aggregate amount
in Table F1 or Table G1 is sorted in descending order, the
data in the column of the cumulative traffic percentage is
compared with the second traffic proportion threshold, and
remote end triplet information and application information
having a correspondence relationship therebetween in a
record, where the data in the column of the cumulative traffic
percentage is greater than or equal to the second traffic
proportion threshold, is selected from Table G1, where the
cumulative traffic percentage in the record, where the
selected remote end triplet information and application
information having a correspondence relationship therebe-
tween are located, is greater than or equal to a smallest value
among all values of the cumulative traffic percentage greater
than or equal to the second traffic proportion threshold.

Preferably, in this embodiment, the data in the column of
the traffic aggregate amount in Table F1 or Table G1 is sorted
in descending order, objects in the column of the cumulative
traffic percentage in Table G1 are compared with the second
traffic proportion threshold in a from-top-to-bottom direc-
tion until a first object that is in the column of the cumulative
traffic percentage and is greater than or equal to 90% is
found (that is, the second row of data in this embodiment,
that is, 96.99%), statistics are made until when the cumu-
lative traffic percentage is greater than or equal to 90%, the
number of compared objects (that is, the first and second
rows) is found, so as to obtain a convergence weight being
2. Specifically, if Table F1 is sorted in descending order
according to the traffic aggregate amount field, a direction
for comparison is from top to bottom; if the Table F1 is
sorted in ascending order according to the traffic aggregate
amount field, the direction for comparison is from bottom to
top.

Further, a convergence threshold is set to 5, and the UBA
server 55 checks the convergence weight, which includes:
determining whether the convergence weight is smaller than
or equal to the convergence threshold, and when the con-
vergence weight is smaller than or equal to the convergence
threshold, allowing information shown in following Table
H1 to be sent or synchronized to the service control gateway
54. It should be understood that, the step of checking the
convergence weight is optional, and the step may also be
saved.
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nizes remote end triplet information and application infor-
mation, which are shown in following Table H1 and have
correspondence relationship therebetween, to the service
control gateway 54, so that the service control gateway 54,
based on the remote end triplet information and the appli-
cation information that are synchronized by the UBA server
55 and have correspondence relationship therebetween,
establishes or updates locally maintained correspondence
between the application information and the remote end
triplet information.

TABLE H1
Application
Destination IP Destination port Transmission protocol name
74.125.71.17 443 TCP GMAIL
74.125.71.19 443 TCP GMAIL

S909: When the authentication of user terminals 50a-505
used by a user is passed, and the user terminals 50a-505
access a radio access network, network data initiated by the
user terminals 50a-505 passes through the base station 51
and a base station controller RNC 52 and reaches a GGSN
53, and the GGSN 53 routes the network data to the service
control gateway 54.

S910a-S9105: The service control gateway 54, according
to remote end triplet information contained in the network
data, searches the locally maintained correspondence
between the application information and the remote end
triplet information for application information matching the
remote end triplet information contained in the network
data; if it is found successfully, sends the matching appli-
cation information to a policy server PCRF 56. It should be
noted that, in this embodiment, according to the application
information, it can be learned that the user is watching a
video.

S9114-S9114: The policy server PCRF 56, according to
the transmitted application information, learns that the user
is watching a video; according to a subscription profile
found in a SPR database 58 and registered by a user terminal
50a/505 to an operator network, determines that accounting
needs to be performed on incurred video traffic, and then
sends accounting information to the accounting server 57 to
perform accounting processing.

S912a-S912b: After determining to start accounting, the
accounting server 57 forwards network data (for example, a
video access request) to a server of a service provider
website, for example, a web server 61.

In the above embodiment, the traffic aggregate amount is
used as the example to describe the whole processing
process in detail. In a situation in which the service load
amount is the number of connections, persons skilled in the
art may make reference to the principle and details in the
above embodiment for implementation. For different imple-
mentation contents, for example, using following Table F2
to replace Table F1 in the embodiment shown in FIG. 9,
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using following Table G2 to replace Table G1 in the embodi-
ment shown in FIG. 9, and using following Table H2 to
replace Table H1 in the embodiment shown in FIG. 9, most
contents are the same or similar, and are therefore not
repeated herein.

TABLE F2

Identification

Desti-  Transmission result The

42

quintuple information herein includes a client IP address, a
client port, the transmission protocol, the server IP address,
and the server port.

The clustering module 1002 is connected to the content
obtaining module 1001, and is configured to perform clus-
tering processing on records with same remote end triplet
information and same application information in the to-be-
processed data, and according to the records with the same
remote end triplet information and the same application

S . 10
t tocol licat ber of . .. .
o fation protoco (application — number o information in the to-be-processed data, calculate a service
Destination IP port name protocol type)  connections K N A
load amount corresponding to the remote end triplet infor-
74-125-11-17 443 TCr Gmail_SSL 5 mation and the application information to obtain a clustering
aggregate . . . . .
502.96.134.133 53 UDP DNS 6 resul.t 11.101u(.11ng the. remote end tnplet information, the
aggregate 15 application information, and the service load amount that
74.125.71.18 443 TCP Gmail _SSL 1 have a correspondence relationship therebetween.
aggregate . .. ..
74.125.71.19 443 TCP Grmail_SSL 5 The service load amount herein includes, but not limited
aggregate to, any one or combination of a traffic aggregate amount and
74.125.71.83 443 Tcr Gmail_SSL 1 the number of connections. The traffic aggregate amount
?;i%r;ga;el 125 %0 TCp HTTP 1 20 herein refers to an aggregate amount of traffic of network
aggregate data transmitted on each connection of the connections, and
in other words, the quintuple information can uniquely
identify a connection. The number of connections herein in
TABLE G2
The-number-of-
The-number-of- connections
Identification connections Connection
Transmission result Connection number
Destination protocol (application The number of number cumulative
Destination IP port name protocol type) connections percentage percentage
74.125.71.17 443 TCP Gmail_SSL 5 31.25% 31.25%
aggregate
202.96.134.133 53 UDP DNS 6 37.5% 68.75%
aggregate
74.125.71.18 443 TCP Gmail_SSL 1 6.25% 75%
aggregate
74.125.71.19 443 TCP Gmail_SSL 2 12.5% 87.5%
aggregate
74.125.71.83 443 TCP Gmail_SSL 1 6.25% 93.75
aggregate
74.125.71.125 80 TCP HTTP 1 6.25% 100%
aggregate
TABLE H2 the present invention indicates the number of connections
45 with same remote end triplet information in the quintuple
Application information.
Destination IP Destination port Transmission protocol name . .
P P The converging module 1003 is connected to the cluster-
74.125.71.17 443 TCP Gmail _SSL ing module 1002, and is configured to, according to the
202.96.134.133 33 UDP DNS service load amount or a proportion of the service load
50

Embodiments of the present invention further provide a
related device and system.

Referring to FIG. 10, an embodiment of the present
invention provides a UBA-based data mining apparatus
1000, which may include: a content obtaining module 1001,
a clustering module 1002, a converging module 1003, and a
synchronization module 1004.

The content obtaining module 1001 is configured to
obtain to-be-processed data, where the to-be-processed data
includes multiple records, each record includes application
information and remote end triplet information having a
correspondence relationship therebetween, the remote end
triplet information includes a transmission protocol, a server
IP address, and a server port; preferably, each record
includes application information and quintuple information
having a correspondence relationship therebetween, and the
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amount, select remote end triplet information and applica-
tion information that have high reliability and have corre-
spondence relationship therebetween from the clustering
result.

In an implementation manner, the converging module
1003 is specifically configured to, according to a result of
comparing the service load amount with a first threshold,
select remote end triplet information and application infor-
mation having a correspondence relationship therebetween
from the clustering result, where the service load amount
corresponding to the selected remote end triplet information
and application information is greater than or equal to the
first threshold; or, according to a result of comparing the
proportion of the service load amount with a second thresh-
old, select remote end triplet information and application
information having a correspondence relationship therebe-
tween from the clustering result, where the proportion of the
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service load amount corresponding to the selected remote
end triplet information and application information is greater
than or equal to the second threshold. It should be noted that,
the first threshold and the second threshold herein may be
flexibly set according to an actual application or an empiri-
cal value, which is not limited in the embodiment of the
present invention.

The synchronization module 1004 is connected to the
converging module 1003, and is configured to send the
remote end triplet information and application information
that have high reliability and have correspondence relation-
ship therebetween to a DPI subsystem.

In a situation in which the service load amount is the
number of connections, in an implementation manner, the
content obtaining module 1001 is specifically configured to:
for each type of application, according to domain name
information corresponding to the application, crawl IP
address information corresponding to the domain name
information to obtain a crawling result including the appli-
cation information, the domain name information, and the IP
address information that have a correspondence relationship
therebetween; obtain a first protocol identification result
output by the DPI subsystem, where the first protocol
identification result includes the remote end triplet informa-
tion; according to the crawling result and the first protocol
identification result, by using a same IP address in the
crawling result and in the first protocol identification result
as an association condition, associatedly generate the to-be-
processed data, where the to-be-processed data includes
multiple records, and each record includes application infor-
mation and remote end triplet information having a corre-
spondence relationship therebetween.

In another implementation manner, the content obtaining
module 1001 is specifically configured to: obtain a first
protocol identification result output by the DPI subsystem
and a crawling result output by a crawling subsystem, where
the first protocol identification result includes the remote end
triplet information, the crawling result includes application
information, domain name information, and IP address
information having a correspondence relationship therebe-
tween; according to the crawling result and the first protocol
identification result, by using a same IP address in the
crawling result and in the first protocol identification result
as an association condition, associatedly generate the to-be-
processed data, where the to-be-processed data includes
multiple records, and each record includes application infor-
mation and remote end triplet information having a corre-
spondence relationship therebetween.

Correspondingly, the clustering module 1002 is specifi-
cally configured to perform clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accumu-
late the number of the records with the same remote end
triplet information and the same application information in
the to-be-processed data, where the number of the records is
used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of connections having a correspondence relation-
ship therebetween.

Correspondingly, the converging module 1003 is specifi-
cally configured to, according to a result of comparing the
number of the connections with a first connection number
threshold, select remote end triplet information and appli-
cation information having a correspondence relationship
therebetween from the clustering result, where the number
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of connections corresponding to the selected remote end
triplet information and application information is greater
than or equal to the first connection number threshold; or,
according to a result of comparing a proportion of the
number of connections to the number of all connections with
a second connection number proportion threshold, select
remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the proportion of the number of
connections corresponding to the remote end triplet infor-
mation and application information to the number of all
connections is greater than or equal to the second connection
number proportion threshold.

It should be noted that, the first connection number
threshold and the second connection number proportion
threshold herein may be flexibly set according to an actual
application or an empirical value, for example, the first
connection number threshold may be determined according
to network size, and the values thereof are not limited herein.
The second connection number proportion threshold may
be, for example, 90% or in a range of 85%-90%, and in some
application scenarios, the second connection number pro-
portion threshold may also be set to more than 30%.

In a situation in which the service load amount is the
traffic aggregate amount, each record in the to-be-processed
data may further include: a client IP address, a client port,
and traffic that corresponds to the application information
and the quintuple information, and the client IP address, the
client port, and the remote end triplet information form the
quintuple information. Correspondingly, in an implementa-
tion manner, the content obtaining module 1001 is specifi-
cally configured to: receive first network data, where the first
network data includes one or more data streams, and each of
the data streams includes one or more data packets; for each
type of application, according to domain name information
corresponding to the application, crawl IP address informa-
tion corresponding to the domain name information to
obtain a crawling result including the application informa-
tion, the domain name information, and the IP address
information that have a correspondence relationship ther-
ebetween; obtain a first protocol identification result, output
by the DPI subsystem, for the first network data, where the
first protocol identification result includes quintuple infor-
mation; according to the crawling result, the first protocol
identification result, and the first network data, by using a
same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generate the to-be-processed data, where the
to-be-processed data includes multiple records, each record
includes the application information, the quintuple informa-
tion, and the traffic having a correspondence relationship
therebetween, and the traffic corresponding to the quintuple
information is an accumulated value of load lengths of one
or more data packets in the first network data that include the
quintuple information.

In another implementation manner, the content obtaining
module 1001 is specifically configured to: receive first
network data, where the first network data includes one or
more data streams, and each of the data streams includes one
or more data packets; obtain a crawling result output by a
crawling subsystem and a first protocol identification result
that is output by the DPI subsystem for the first network
data, where the first protocol identification result includes
quintuple information, and the crawling result includes
application information, domain name information, and IP
address information having a correspondence relationship
therebetween; according to the crawling result, the first
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protocol identification result, and the first network data, by
using a same IP address in the crawling result and in the first
protocol identification result as an association condition,
associatedly generate the associatedly generate, where the
to-be-processed data includes multiple records, each record
includes the application information, the quintuple informa-
tion, and the traffic having a correspondence relationship
therebetween, and the traffic corresponding to the quintuple
information is an accumulated value of load lengths of one
or more data packets in the first network data that include the
quintuple information.

Corresponding, the clustering module 1002 is specifically
configured to perform clustering processing on records with
same remote end triplet information and same application
information but with different client IP addresses and dif-
ferent client ports in the to-be-processed data, and obtain a
traffic aggregate amount corresponding to the remote end
triplet information and the application information by accu-
mulating traffic in records with same remote end triplet
information and same application information in the to-be-
processed data, to obtain a clustering result including the
remote end triplet information, the application information,
and the traffic aggregate amount having a correspondence
relationship therebetween.

Corresponding, the converging module 1003 is specifi-
cally configured to, according to a result of comparing the
traffic aggregate amount with a first traffic threshold, select
remote end triplet information and application information
having a correspondence relationship therebetween from the
clustering result, where the traffic aggregate amount corre-
sponding to the selected remote end triplet information and
application information is greater than or equal to the first
traffic threshold; or, according to a result of comparing a
proportion of the traffic aggregate amount to all traffic with
a second traffic proportion threshold, select remote end
triplet information and application information having a
correspondence relationship therebetween from the cluster-
ing result, where the proportion of the traffic aggregate
amount corresponding to the selected remote end triplet
information and application information to all traffic is
greater than or equal to the second traffic proportion thresh-
old.

It should be noted that, the first traffic threshold and the
second traffic proportion threshold herein may be flexibly set
according to an actual application or an empirical value. For
example, the first traffic threshold may be determined
according to a type of an application. Different applications
correspond to different first traffic thresholds. For example,
the first traffic threshold corresponding to network videos is
above G, and the first traffic threshold corresponding to mail
is hundreds of megabytes, for example, 300M or in a range
0t 300M-500M. The second traffic proportion threshold may
be, for example, 90% or in a range of 80%-90%, which is not
limited by the present invention.

It can be seen from the above that, in the embodiment of
the present invention, a UBA-based data mining apparatus
obtains to-be-processed data, where the to-be-processed data
includes multiple records, and each record includes appli-
cation information and remote end triplet information hav-
ing a correspondence relationship therebetween; performs
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data, and according to the records with the
same remote end triplet information and the same applica-
tion information in the to-be-processed data, calculates a
service load amount corresponding to the remote end triplet
information and the application information to obtain a
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clustering result including the remote end triplet informa-
tion, the application information, and the service load
amount that have a correspondence relationship therebe-
tween; according to the service load amount or a proportion
of the service load amount, selects remote end triplet infor-
mation and application information that have high reliability
and have correspondence relationship therebetween from
the clustering result, and sends the remote end triplet infor-
mation and application information that have high reliability
and have correspondence relationship therebetween to a DPI
subsystem, so that a data mining analysis result of the
UBA-based data mining apparatus is synchronously trans-
mitted to the DPI subsystem, in other words, the UBA-based
data mining apparatus feeds back the data mining analysis
result of the UBA subsystem to the DPI subsystem, that is,
the correspondence relationship between the application
information and the remote end triplet information that is
maintained by the DPI subsystem is established or updated
based on the application information and the remote end
triplet information that are sent by the UBA-based data
mining apparatus; therefore, when receiving second network
data, the DPI subsystem may rapidly, according to remote
end triplet information contained in the second network
data, search the correspondence between the application
information and the remote end triplet information for the
application information matching the remote end triplet
information contained in the second network data, so as to
greatly improve DPI-based identification performance and
an application identification rate, especially dramatically
improve an application identification rate of an encryption
protocol, and dramatically improve an application identifi-
cation rate of bearing protocols.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA-based data mining apparatus; the UBA-
based data mining apparatus obtains to-be-processed data,
where the to-be-processed data includes multiple records,
each record at least includes application information and
remote end triplet information having a correspondence
relationship therebetween, and the to-be-processed data is
generated according to a data source at least including the
first protocol identification result; so that input or output of
the DPI subsystem and input or output of the UBA-based
data mining apparatus can be transformed into each other to
some extent.

Referring to FIG. 11, an embodiment of the present
invention provides a UBA server 1100, which may include:
a UBA content parsing engine 1101, configured to execute
user behavior analysis or user interest analysis; and a
UBA-based data mining engine 1102 coupled to the UBA
content parsing engine 1101, where the UBA-based data
mining engine 1102 is the UBA-based data mining apparatus
described in the above embodiment.

The UBA content parsing engine 1101 of the embodiment
of the present invention may be implemented by adopting
the prior art. For example, the UBA content parsing engine
extracts a keyword from browsed contents of a web page
through data parsing, and performs user interest modeling
according to the keyword to obtain a user interest, so as to
support that a service is recommended according to the user
interest. It should be noted that, the UBA content parsing
engine 1101 and the UBA-based data mining engine 1102
are coupled to each other, that is, during user interest mining,
the UBA content parsing engine 1101 may call the UBA-
based data mining engine 1102 to perform data clustering or
converging and so on.
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The UBA-based data mining engine 1102 provided by this
embodiment may be configured to execute the part corre-
spondingly executed by the UBA server or the UBA sub-
system in the technical solution of the above method
embodiment, and implementation principles and technical
effects thereof are similar, and are not repeated herein.

It can be seen from the above that, in the embodiment of
the present invention, a UBA server obtains to-be-processed
data, where the to-be-processed data includes multiple
records, and each record includes application information
and remote end triplet information having a correspondence
relationship therebetween; performs clustering processing
on records with same remote end triplet information and
same application information in the to-be-processed data,
and according to the records with the same remote end triplet
information and the same application information in the
to-be-processed data, calculates a service load amount cor-
responding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to a DPI subsystem, so that
a data mining analysis result of the UBA server is synchro-
nously transmitted to the DPI subsystem, in other words, the
UBA server feeds back the data mining analysis result of the
UBA subsystem to the DPI subsystem, that is, the corre-
spondence relationship between the application information
and the remote end triplet information that is maintained by
the DPI subsystem is established or updated based on the
application information and the remote end triplet informa-
tion that are sent by the UBA server; therefore, when
receiving second network data, the DPI subsystem may
rapidly, according to remote end triplet information con-
tained in the second network data, search the correspon-
dence between the application information and the remote
end triplet information for the application information
matching the remote end triplet information contained in the
second network data, so as to greatly improve DPI-based
identification performance and an application identification
rate, especially dramatically improve an application identi-
fication rate of an encryption protocol, and dramatically
improve an application identification rate of bearing proto-
cols.

Further, the DPI subsystem performs protocol identifica-
tion processing on the received first network data, and
directly or indirectly outputs a first protocol identification
result to the UBA server; the UBA server obtains to-be-
processed data, where the to-be-processed data includes
multiple records, each record at least includes application
information and remote end triplet information having a
correspondence relationship therebetween, and the to-be-
processed data is generated according to a data source at
least including the first protocol identification result; so that
input or output of the DPI subsystem and input or output of
the UBA server can be transformed into each other to some
extent.

Referring to FIG. 12A, an embodiment of the present
invention provides an application identification apparatus
1200, which may include a communication interface module
1201 and a rapid identification module 1202.
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The communication interface module 1201 is configured
to receive application information and remote end triplet
information that are sent by a UBA subsystem and have
correspondence relationship therebetween, and second net-
work data, where the remote end triplet information includes
a transmission protocol, a server IP address, and a server
port.

It should be understood that, if the application identifi-
cation apparatus is externally deployed, the communication
interface module 1201 is configured to receive mirrored
second network data; if the application identification appa-
ratus is connected in series in a network architecture, for
example, connected in series between a GGSN and a service
control gateway in a mobile network, connected in series
between a broadband access server and a service control
gateway in a fixed network, or integrated/built in a network
element device, the communication interface module 1201
is configured to receive the second network data itself. It
should be noted that the first network data and/or the second
network data mentioned in the embodiment of the present
invention contains the aforementioned two situations.

The rapid identification module 1202 is connected to the
communication interface module 1201, and is configured to,
according to remote end triplet information contained in the
second network data, search correspondence relationship
between the application information and the remote end
triplet information that is maintained by the application
identification apparatus 1200 for application information
matching the remote end triplet information contained in the
second network data to identify an application type of the
second network data, where the correspondence relationship
between the application information and the remote end
triplet information that is maintained by the application
identification apparatus 1200 is established or updated based
on the application information and the remote end triplet
information that are sent by the UBA subsystem and have
correspondence relationship therebetween.

In an implementation manner, the correspondence rela-
tionship between the application information and the remote
end triplet information that is maintained by the application
identification apparatus may be stored in a storage module of
the application identification apparatus, and may also be
stored in an external database having a communication
connection to the application identification apparatus. For
the former situation, the application identification apparatus
of the embodiment of the present invention further includes
a storage module 1203 that is configured to store the
correspondence between the application information and the
remote end triplet information.

It should be noted that, the rapid identification module
1202 may directly or indirectly transfer a protocol identifi-
cation result of network data to the UBA subsystem, and the
UBA subsystem obtains an application feature set that
satisfies a condition by using methods such as data mining,
clustering, and converging, synchronizes the application
feature set to the application identification apparatus, and
may specifically synchronize the application feature set to
the rapid identification module 1202 and/or a deep identi-
fication module 1204 in the application identification appa-
ratus (as shown in FIG. 12B). It should be understood that,
this is a continuously cyclical process. That is, a protocol
identification result of the received network data (especially
a protocol identification result with no application informa-
tion being identified) triggers the UBA subsystem to feed
back an application feature set, and the application feature
set can be used to rapidly identify application information of
subsequent network data.
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Correspondingly, the communication interface module
1201 is further configured to receive the first network data.
It should be noted that the first network data and the second
network data herein may be different network data packets
under a same network application, and may also be different
network data packets under different network applications.

Correspondingly, the rapid identification module 1202 is
further configured to perform protocol identification pro-
cessing on the received first network data, and output a first
protocol identification result to the UBA subsystem, where
the first protocol identification result includes the remote end
triplet information, or the first protocol identification result
includes quintuple information. Preferably, the first protocol
identification result includes quintuple information and L7
protocol information, so that the UBA subsystem, according
to a data source at least including the first protocol identi-
fication result, obtains remote end triplet information and
application information having a correspondence relation-
ship therebetween, and returns the remote end triplet infor-
mation and the application information having a correspon-
dence relationship therebetween to the application
identification apparatus, and therefore, the application iden-
tification apparatus, especially the rapid identification mod-
ule 1202, can rapidly identify application information of
subsequent network data. Preferably, the first protocol iden-
tification result includes quintuple information and L7 pro-
tocol information. It should be understood that, the protocol
identification processing herein includes Layer 2 feature
matching, Layer 3 feature matching, and simple L7 feature
matching (such as: an IP address, a port, a transmission
protocol, a TCP frame header, and a short substring of a
fixed position).

It can be seen from the above that, in the embodiment of
the present invention, after the UBA subsystem sends/
synchronizes the remote end triplet information and appli-
cation information having a correspondence relationship
therebetween to the application identification apparatus, a
data mining analysis result of the UBA subsystem is syn-
chronously transmitted to the application identification
apparatus, in other words, the UBA subsystem feeds back
the data mining analysis result of the UBA subsystem to the
application identification apparatus, that is, the correspon-
dence relationship between the application information and
the remote end triplet information that is maintained by the
application identification apparatus is established or updated
based on the application information and the remote end
triplet information that are sent by the UBA subsystem;
therefore, when receiving subsequent second network data,
the application identification apparatus may rapidly, accord-
ing to remote end triplet information contained in the second
network data, search the correspondence relationship
between the application information and the remote end
triplet information for the application information matching
the remote end triplet information contained in the second
network data, so as to greatly improve DPI-based identifi-
cation performance and an application identification rate,
especially dramatically improve an application identification
rate of an encryption protocol, and dramatically improve an
application identification rate of bearing protocols.

Referring to FIG. 12B, an embodiment of the present
invention provides another application identification appa-
ratus 1200, and on the basis of the structure of the device
shown in FIG. 12A, an application identification apparatus
of the embodiment of the present invention further includes
a deep identification module 1204.

The rapid identification module 1202 is further configured
to, when application information matching the remote end
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triplet information contained in the second network data
cannot be found, transfer the second network data to the
deep identification module.

The deep identification module 1204 is configured to
perform L7 feature matching on the second network data to
obtain a second protocol identification result, and output the
second protocol identification result to the UBA subsystem,
where the second protocol identification result includes
remote end triplet information and application information
having a correspondence relationship therebetween or quin-
tuple information and application information having a
correspondence relationship therebetween; or, the second
protocol identification result includes remote end triplet
information and L7 protocol information having a corre-
spondence relationship therebetween or quintuple informa-
tion and 1.7 protocol information having a correspondence
relationship therebetween.

It should be noted that, the deep identification module
1204 may also directly or indirectly transfer a second
protocol identification result to the UBA subsystem, and the
UBA subsystem obtains an application feature set meeting a
condition by using methods such as data mining, clustering,
and converging, synchronizes the application feature set to
the application identification apparatus, and may specifically
synchronize the application feature set to the rapid identi-
fication module 1202 and/or the deep identification module
1204 in the application identification apparatus.

It should be understood that, the rapid identification
module 1202 is responsible for performing Layer 2 feature
matching, Layer 3 feature matching, and simple L7 feature
matching (such as: an IP address, a port, a transmission
protocol, a TCP frame header, and a short substring of a
fixed position), and the deep identification module 1204 is
responsible for performing complex feature matching and
bearing-feature matching.

The application identification apparatus of the embodi-
ment of the present invention further includes: an applica-
tion feature relationship management module 1205, config-
ured to, according to the remote end triplet information and
the application information that are sent by the UBA sub-
system and have correspondence relationship therebetween,
establish or update the correspondence relationship between
the application information and the remote end triplet infor-
mation; and a storage module 1203, configured to store the
established or updated correspondence relationship between
the application information and the remote end triplet infor-
mation; or, configured to store the remote end triplet infor-
mation and the application information that are sent by the
UBA subsystem and have correspondence relationship ther-
ebetween.

It can be seen from the above that, in the embodiment of
the present invention, the application identification appara-
tus performs protocol identification processing on the
received first network data, and directly or indirectly outputs
the first protocol identification result to the UBA subsystem;
the UBA subsystem obtains to-be-processed data, where the
to-be-processed data includes multiple records, each record
includes application information and remote end ftriplet
information having a correspondence relationship therebe-
tween, and the to-be-processed data is generated according
to a data source at least including the first protocol identi-
fication result; performs clustering processing on records
with same remote end triplet information and same appli-
cation information in the to-be-processed data, and accord-
ing to the records with the same remote end triplet infor-
mation and the same application information in the to-be-
processed data, calculates a service load amount
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corresponding to the remote end triplet information and the
application information to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the service load amount that have a correspon-
dence relationship therebetween; according to the service
load amount or a proportion of the service load amount,
selects remote end triplet information and application infor-
mation that have high reliability and have correspondence
relationship therebetween from the clustering result, and
sends the remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to the application identifi-
cation apparatus, so that a data mining analysis result of the
UBA subsystem is synchronously transmitted to the appli-
cation identification apparatus, in other words, the UBA
subsystem feeds back the data mining analysis result of the
UBA subsystem to the application identification apparatus,
that is, the correspondence relationship between the appli-
cation information and the remote end triplet information
that is maintained by the application identification apparatus
is established or updated based on the application informa-
tion and the remote end triplet information that are sent by
the UBA subsystem; therefore, when receiving second net-
work data, the application identification apparatus may
rapidly, according to remote end triplet information con-
tained in the second network data, search the correspon-
dence relationship between the application information and
the remote end triplet information for the application infor-
mation matching the remote end triplet information con-
tained in the second network data, so as to greatly improve
DPI-based identification performance and an application
identification rate, especially dramatically improve an appli-
cation identification rate of an encryption protocol, and
dramatically improve an application identification rate of
bearing protocols.

Further, the application identification apparatus performs
protocol identification processing on the received first net-
work data, and directly or indirectly outputs a first protocol
identification result to the UBA subsystem; the UBA sub-
system obtains to-be-processed data, where the to-be-pro-
cessed data includes multiple records, each record at least
includes application information and remote end ftriplet
information having a correspondence relationship therebe-
tween, and the to-be-processed data is generated according
to a data source at least including the first protocol identi-
fication result; so that input or output of the application
identification apparatus and input or output of the UBA
subsystem can be transformed into each other to some
extent.

The correspondence relationship between the application
information and the remote end triplet information that is
maintained through the application identification apparatus
of the embodiment of the present invention is established or
updated based on the application information and the remote
end triplet information that are sent by the UBA subsystem
and have correspondence relationship therebetween, so as to
solve the problems in the prior art that fixed configurations
incur maintenance costs and cannot adapt to changes,
thereby realizing adaptive update or maintenance of the
correspondence relationship between the application infor-
mation and the remote end triplet information, resulting in
reduction in maintenance work.

Referring to FIG. 13, an embodiment of the present
invention provides a communications device 1300, which
may include a transceiver 1301 and a processor 1303 that is
coupled to the transceiver 1301 and is configured to perform
network communication. The communications device 1300
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further includes a DPI engine 1302 coupled to the trans-
ceiver 1301. The DPI engine 1302 is the application iden-
tification apparatus described in the above embodiment. It
should be understood that, the transceiver 1301 is configured
to receive network data, and is further configured to send the
network data or application information output by the DPI
engine.

The communications device provided by the embodiment
of the present invention is a network element device having
a DPI function, and a product form thereof may be a router,
a gateway device, an RNC, a GGSN, an SCG, or a PDSN,
and so on. It should be understood that, the application
identification apparatus described in the above embodiment
may be built in a network element device of an existing
network through, for example, plugging or software inte-
gration.

The DPI engine 1302 provided by this embodiment may
be configured to execute the part correspondingly executed
by the DPI subsystem in the technical solution of the above
method embodiment, and implementation principles and
technical effects thereof are similar. For other detailed
implementation details, reference may be made to the above
method and device embodiments, which are not repeated
herein.

It can be seen that, in the embodiment of the present
invention, after the UBA subsystem sends/synchronizes the
remote end triplet information and application information
having a correspondence relationship therebetween to a
network element device having a DPI function, a data
mining analysis result of the UBA subsystem is synchro-
nously transmitted to the network element device having the
DPI function, in other words, the UBA subsystem feeds back
the data mining analysis result of the UBA subsystem to the
network element device having the DPI function, that is, the
correspondence relationship between the application infor-
mation and the remote end triplet information that is main-
tained by the network element device having the DPI
function is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem; therefore, when receiving
second network data, the network element device having the
DPI function may rapidly, according to remote end triplet
information contained in the second network data, search the
correspondence relationship between the application infor-
mation and the remote end triplet information for the appli-
cation information matching the remote end triplet informa-
tion contained in the second network data, so as to greatly
improve DPI-based identification performance and an appli-
cation identification rate, especially dramatically improve an
application identification rate of an encryption protocol, and
dramatically improve an application identification rate of
bearing protocols.

Further, the network element device having the DPI
function performs protocol identification processing on the
received first network data, and directly or indirectly outputs
a first protocol identification result to the UBA subsystem;
the UBA subsystem obtains to-be-processed data, where the
to-be-processed data includes multiple records, each record
at least includes application information and remote end
triplet information having a correspondence relationship
therebetween, and the to-be-processed data is generated
according to a data source at least including the first protocol
identification result; so that input or output of the network
element device having the DPI function and input or output
of'the UBA subsystem can be transformed into each other to
some extent.
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The correspondence relationship between the application
information and the remote end triplet information that is
maintained through the network element device having the
DPI function and provided by the embodiment of the present
invention is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence relationship
between the application information and the remote end
triplet information, resulting in reduction in maintenance
work.

Referring to FIG. 14, an embodiment of the present
invention provides a DPI server 1400, which may include:
a receiver 1401, configured to receive network data or a
mirror of the network data; a DPI engine 1402, coupled to
the receiver 1401; and a sender 1403, configured to send
application information that is output by the DPI engine
1402 or the network data, where the DPI engine 1402 is the
application identification apparatus described in the above
embodiment.

Further, the DPI server 1400 of the embodiment of the
present invention may further include a memory, which is
not illustrated in FIG. 14. The memory is configured to store
correspondence relationship between application informa-
tion and remote end triplet information.

The receiver 1401 is specifically configured to receive
application information and remote end triplet information
that are sent by a UBA subsystem and have correspondence
relationship therebetween, and second network data, where
the remote end triplet information includes a transmission
protocol, a server IP address, and a server port.

The DPI engine 1402 is specifically configured to, when
receiving the second network data, search, according to
remote end triplet information contained in the second
network data, the correspondence relationship between the
application information and the remote end triplet informa-
tion, stored in the memory for application information
matching the remote end triplet information contained in the
second network data to identify an application type of the
second network data.

The receiver 1401 is further configured to receive the first
network data. It should be noted that the first network data
and the second network data herein may be different network
data packets under a same network application, and may also
be different network data packets under different network
applications.

The DPI engine 1402 is further configured to perform
protocol identification processing on the received first net-
work data, and output a first protocol identification result to
the UBA subsystem, where the first protocol identification
result includes the remote end triplet information, or the first
protocol identification result includes quintuple information.

It should be noted that, the DPI engine 1402 may directly
or indirectly transfer the protocol identification result of the
network data to the UBA subsystem, and the UBA subsys-
tem obtains an application feature set meeting a condition by
using methods such as data mining, clustering, and converg-
ing, and synchronizes the application feature set to the DPI
engine 1402. It should be understood that, this is a continu-
ously cyclical process. That is, a protocol identification
result of the received network data (especially a protocol
identification result with no application information being
identified) triggers the UBA subsystem to feed back an
application feature set, and the application feature set can be
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used by the DPI engine 1402 to rapidly identify application
information of subsequent network data.

Further, the DPI engine 1402 is further configured to,
when application information matching the remote end
triplet information contained in the second network data
cannot be found, perform 1.7 feature matching on the second
network data to obtain a second protocol identification
result, and output the second protocol identification result to
the UBA subsystem, where the second protocol identifica-
tion result includes remote end triplet information and
application information having a correspondence relation-
ship therebetween or quintuple information and application
information having a correspondence relationship therebe-
tween; or, the second protocol identification result includes
remote end triplet information and .7 protocol information
having a correspondence relationship therebetween or quin-
tuple information and L7 protocol information having a
correspondence relationship therebetween.

It should be noted that, the DPI engine 1402 may also
directly or indirectly transfer the second protocol identifi-
cation result to the UBA subsystem, and the UBA subsystem
obtains an application feature set meeting a condition by
using methods such as data mining, clustering, and converg-
ing, and synchronizes the application feature set to the DPI
engine 1402.

It should be understood that, the DPI engine 1402 not only
can perform Layer 2 feature matching, Layer 3 feature
matching, and simple L7 feature matching, but also can
perform complex feature matching and bearing-feature
matching.

The DPI server 1400 provided by this embodiment may
be configured to execute the part correspondingly executed
by the DPI subsystem in the technical solution of the above
method embodiment, and implementation principles and
technical effects thereof are similar. For other detailed
implementation details, reference may be made to the above
method and device embodiments, which are not repeated
herein.

It can be seen from the above that, in the embodiment of
the present invention, after the UBA subsystem sends/
synchronizes remote end triplet information and application
information that have high reliability and have correspon-
dence relationship therebetween to the DPI server, a data
mining analysis result of the UBA subsystem is synchro-
nously transmitted to the DPI server, in other words, the
UBA subsystem feeds back the data mining analysis result
of the UBA subsystem to the DPI server, that is, the
correspondence relationship between the application infor-
mation and the remote end triplet information that is main-
tained by the DPI server is established or updated based on
the application information and the remote end triplet infor-
mation that are sent by the UBA subsystem; therefore, when
receiving second network data, the DPI server may rapidly,
according to remote end triplet information contained in the
second network data, search the correspondence relationship
between the application information and the remote end
triplet information for the application information matching
the remote end triplet information contained in the second
network data, so as to greatly improve DPI-based identifi-
cation performance and an application identification rate,
especially dramatically improve an application identification
rate of an encryption protocol, and dramatically improve an
application identification rate of bearing protocols.

Further, the DPI server performs protocol identification
processing on the received first network data, and directly or
indirectly outputs a first protocol identification result to the
UBA subsystem; the UBA subsystem obtains to-be-pro-
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cessed data, where the to-be-processed data includes mul-
tiple records, each record at least includes application infor-
mation and remote end triplet information having a
correspondence relationship therebetween, and the to-be-
processed data is generated according to a data source at
least including the first protocol identification result; so that
input or output of the DPI server and input or output of the
UBA subsystem can be transformed into each other to some
extent.

Further, in the communications system provided by the
embodiment of the present invention, the UBA subsystem
feeds back the data mining analysis result of the UBA
subsystem to the DPI server, that is, the correspondence
relationship between the application information and the
remote end triplet information that is maintained by the DPI
server is established or updated based on the application
information and the remote end triplet information that are
sent by the UBA subsystem and have correspondence rela-
tionship therebetween, so as to solve the problems in the
prior art that fixed configurations incur maintenance costs
and cannot adapt to changes, thereby realizing adaptive
update or maintenance of the correspondence relationship
between the application information and the remote end
triplet information, resulting in reduction in maintenance
work.

The embodiments of the present invention further provide
device embodiments for implementing steps and methods in
the above method embodiments. The embodiments of the
present invention can be applied to communications devices
in various communications systems. FIG. 15 illustrates an
embodiment of a communications device, and in this
embodiment, a communications device 1500 includes a
transmission circuit 1502, a receiving circuit 1503, a power
controller 1504, a decoding processor 1505, a processor
1506, a memory 1507, and an antenna 1501. The processor
1506 controls operating of the communications device 1500.
The memory 1507 may include a read-only memory and a
random access memory, and provide an instruction and data
for the processor 1506. A part of the memory 1507 may also
include a nonvolatile random access memory (NVRAM). In
a specific application, the communications device 1500 may
be embedded in or may be a communications device such as
a service control gateway, and may further include a carrier
for accommodating the transmission circuit 1502 and the
receiving circuit 1503, so as to allow data to be transmitted
and received between the communications device 1500 and
a remote location. The transmission circuit 1502 and the
receiving circuit 1503 may be coupled to the antenna 1501.
Components of the communications device 1500 are
coupled together through a bus system 5100. The bus system
5100 further includes a power bus, a control bus, and a status
signal bus besides a data bus. For clearness of illustration, all
the buses in the drawing are represented by the bus system
5100. The communications device 1500 may further include
the processor 1506 configured to process a signal, and
additionally include the power controller 1504 and the
decoding processor 1505.

The methods disclosed by the above embodiments of the
present invention can be applied to the decoding processor
1505, and in other words, can be implemented through the
decoding processor 1505. The decoding processor 1505 may
be an integrated circuit chip, and can process a signal.
During implementation, the steps of the above method may
be performed through instructions of an integrated logic
circuit of hardware or software in the decoding processor
1505. The instructions may be implemented and controlled
through the processor 1506. To be configured to execute the
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method disclosed by the embodiment of the present inven-
tion, the decoding processor may be a general-purpose
processor, a digital signal processor (DSP), an application-
specific integrated circuit (ASIC), a field-programmable
gate array (FPGA), or other programmable logic device and
discrete gate, or transistor logic device and discrete hard-
ware component. The methods, steps, and logic diagrams
disclosed in the embodiments of the present invention can be
implemented or executed. The general-purpose processor
may be a microprocessor or the processor may also be any
conventional processor, decoder, and so on. The steps of the
methods disclosed in the embodiments of the present inven-
tion can be directly executed by a hardware decoding
processor or executed by using a combination of hardware
and a software module in a decoding processor. The soft-
ware module may be located in a mature storage medium in
the art, such as a random access memory, a flash memory, a
read-only memory, a programmable read-only memory, or
an electrically erasable programmable memory, and a reg-
ister. The storage medium is located in the memory 1507,
and the decoding processor 1505 reads information in the
memory 1507, and performs the steps of the above method
with reference to hardware thereof.

FIG. 16 is a schematic diagram of a computer system
1600 provided by the present invention. As shown in FIG.
16, the computer system of this embodiment includes at least
one bus 1601, at least one processor 1602 connected to the
bus 1601, and at least one memory 1603 connected to the
bus 1601. The processor 1602, through the bus 1601, calls
codes stored in the memory 1603 to: obtain to-be-processed
data, where the to-be-processed data, each record includes
application information and remote end triplet information
having a correspondence relationship therebetween, and the
remote end triplet information includes a transmission pro-
tocol, a server IP address, and a server port; perform
clustering processing on records with same remote end
triplet information and same application information in the
to-be-processed data, and according to the records with the
same remote end triplet information and the same applica-
tion information in the to-be-processed data, calculate a
service load amount corresponding to the remote end triplet
information and the application information to obtain a
clustering result including the remote end triplet informa-
tion, the application information, and the service load
amount that have a correspondence relationship therebe-
tween; according to the service load amount or a proportion
of the service load amount, select remote end triplet infor-
mation and application information that have high reliability
and have correspondence relationship therebetween from
the clustering result; and send the remote end triplet infor-
mation and application information that have high reliability
and have correspondence relationship therebetween to a DPI
subsystem.

The computer system provided by this embodiment may
be configured to execute the part that shall be executed by
the UBA subsystem or the UBA server in the technical
solution of the above method embodiment, and implemen-
tation principles and technical effects thereof are similar, and
are not repeated herein. FIG. 16 is only a schematic diagram
of a structure of the computer system provided by the
present invention, and the specific structure may be adjusted
according to actual needs.

It can be understood that, functions of apparatuses in the
computer system 1600 of this embodiment may be specifi-
cally implemented according to the method in the above
method embodiment, and for a specific implementation
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process thereof, reference may be made to related descrip-
tion in the above method embodiment, which is not repeated
herein.

FIG. 17 is a schematic structural diagram of a computer
system provided by the present invention. As shown in FIG.
17, a computer system 1700 of this embodiment includes at
least one bus 1701, at least one processor 1702 connected to
the bus 1701, and at least one memory 1703 connected to the
bus 1701. The processor 1702, through the bus 1701, calls
codes stored in the memory 1703 to: receive application
information and remote end triplet information that are sent
by a UBA subsystem and have correspondence relationship
therebetween, and second network data, where the remote
end triplet information includes a transmission protocol, a
server [P address, and a server port; according to remote end
triplet information contained in the second network data,
search correspondence relationship between application
information and remote end triplet information that is main-
tained by the computer system 1700 for application infor-
mation matching the remote end triplet information con-
tained in the second network data to identify an application
type of the second network data, where the correspondence
relationship between the application information and the
remote end triplet information that is maintained by the
computer system 1700 is established or updated based on the
application information and the remote end triplet informa-
tion that are sent by the UBA subsystem and have corre-
spondence relationship therebetween.

The computer system provided by this embodiment may
be configured to execute the part correspondingly executed
by the DPI subsystem or the DPI server or the network
element device having the DPI function in the technical
solution of the above method embodiment, and implemen-
tation principles and technical effects thereof are similar, and
are not repeated herein. FIG. 17 is only a schematic diagram
of a structure of the computer system provided by the
present invention, and the specific structure may be adjusted
according to actual needs.

It can be understood that, functions of apparatuses in the
computer system 1700 of this embodiment may be specifi-
cally implemented according to the method in the above
method embodiment, and for a specific implementation
process thereof, reference may be made to related descrip-
tion in the above method embodiment, which is not repeated
herein.

A person of ordinary skill in the art may understand that
all or a part of the processes of the methods in the embodi-
ments may be implemented by a computer program instruct-
ing relevant hardware. The program may be stored in a
computer readable storage medium. When the program runs,
the processes of the methods in the embodiments are per-
formed. The storage medium may be a magnetic disc, an
optical disc, a read-only memory (ROM), or a random
access memory (RAM).

The objectives, technical solutions, and advantages of the
present invention are further illustrated above in detail
through the exemplary embodiments, but it should be under-
stood that the above descriptions are merely exemplary
embodiments of the present invention, but are not intended
to limit the present invention. Any modification, equivalent
replacement, or improvement made without departing from
the spirit and principle of the present invention should fall
within the protection scope of the present invention.
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What is claimed is:
1. A user behavior analysis (UBA)-based data mining
method, comprising:
obtaining to-be-processed data that comprises a plurality
of records, wherein each of the records comprise an
application information and a remote end triplet infor-
mation having a correspondence relationship therebe-
tween, and wherein the remote end triplet information
comprises a transmission protocol, an Internet Protocol
(IP) address of a server, and a port of the server;

performing a clustering processing on the records with the
same remote end triplet information and the same
application information in the to-be-processed data;

calculating, according to the records with the same remote
end triplet information and the same application infor-
mation in the to-be-processed data, a service load
amount corresponding to the remote end triplet infor-
mation and the application information to obtain a
clustering result including the remote end triplet infor-
mation, the application information, and the service
load amount that have a correspondence relationship
therebetween;
selecting, according to the service load amount or a
proportion of the service load amount, the remote end
triplet information and the application information that
have high reliability and have a correspondence rela-
tionship therebetween from the clustering result; and

sending the remote end triplet information and the appli-
cation information that have high reliability and have a
correspondence relationship therebetween to a deep
packet inspection (DPI) subsystem.
2. The method according to claim 1, wherein obtaining
to-be-processed data comprises:
for each type of application, crawling, according to
domain name information corresponding to the appli-
cation, IP address information corresponding to the
domain name information to obtain a crawling result
including the application information, the domain name
information, and the IP address information that have
the correspondence relationship therebetween;

obtaining a first protocol identification result output by the
DPI subsystem, wherein the first protocol identification
result comprises the remote end triplet information; and

associately generating the to-be-processed data according
to the crawling result and the first protocol identifica-
tion result, by using a same IP address in the crawling
result and in the first protocol identification result as an
association condition.

3. The method according to claim 1, wherein obtaining
to-be-processed data comprises:

obtaining a first protocol identification result output by the

DPI subsystem and a crawling result output by a
crawling subsystem, wherein the first protocol identi-
fication result comprises the remote end triplet infor-
mation, and wherein the crawling result includes appli-
cation information, domain name information, and IP
address information having a correspondence relation-
ship therebetween; and

associately generating the to-be-processed data according

to the crawling result and the first protocol identifica-
tion result, by using a same IP address in the crawling
result and in the first protocol identification result as an
association condition.

4. The method according to claim 1, wherein performing
the clustering processing on the records and calculating the
service load amount to obtain a clustering result comprises
performing clustering processing on the records with the



US 9,477,718 B2

59

same remote end triplet information and the same applica-
tion information in the to-be-processed data, and accumu-
lating the number of the records with the same remote end
triplet information and the same application information in
the to-be-processed data, wherein the number of the records
is used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of connections having a correspondence relation-
ship therebetween, and wherein

selecting the remote end triplet information and the appli-

cation information that have high reliability from the
clustering result comprises:

either selecting the remote end triplet information and the

application information having a correspondence rela-
tionship therebetween from the clustering result
according to a result of comparing the number of the
connections with a first connection number threshold,
wherein the number of connections corresponding to
the selected remote end triplet information and appli-
cation information is greater than or equal to the first
connection number threshold; or

selecting the remote end triplet information and the appli-

cation information having a correspondence relation-
ship therebetween from the clustering result according
to a result of comparing a proportion of the number of
connections to the number of all connections with a
second connection number proportion threshold,
wherein the proportion of the number of connections
corresponding to the remote end triplet information and
application information to the number of all connec-
tions is greater than or equal to the second connection
number proportion threshold.

5. The method according to claim 1, wherein each of the
records further comprise a client IP address, a client port,
and a traffic that corresponds to the application information
and a quintuple information, wherein the client IP address,
the client port, and the remote end triplet information form
the quintuple information, and wherein obtaining to-be-
processed data comprises:

receiving first network data, wherein the first network

data comprises one or more data streams, and each of
the data streams comprises one or more data packets;
for each type of application, crawling, according to
domain name information corresponding to the appli-
cation, the IP address information corresponding to the
domain name information to obtain a crawling result
including the application information, the domain name
information, and the IP address information that have a
correspondence relationship therebetween;
obtaining a first protocol identification result, output by
the DPI subsystem, for the first network data, wherein
the first protocol identification result comprises quin-
tuple information; and

generating the to-be-processed data according to the

crawling result, the first protocol identification result,
and the first network data, by using a same IP address
in the crawling result and in the first protocol identifi-
cation result as an association condition, wherein each
of'the records comprise the application information, the
quintuple information, and the traffic having a corre-
spondence relationship therebetween, and wherein the
traffic corresponding to the quintuple information is an
accumulated value of load lengths of one or more data
packets in the first network data that comprise the
quintuple information.
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6. The method according to claim 1, wherein each of the
records further comprise a client IP address, a client port,
and a traffic that corresponds to the application information
and a quintuple information, and the client IP address, the
client port, wherein the remote end triplet information form
the quintuple information, and wherein obtaining to-be-
processed data comprises:
receiving first network data, wherein the first network
data comprises one or more data streams, wherein each
of the data streams comprises one or more data packets;

obtaining a crawling result output by a crawling subsys-
tem and a first protocol identification result that is
output by the DPI subsystem for the first network data,
wherein the first protocol identification result com-
prises quintuple information, and the crawling result
includes application information, domain name infor-
mation, and IP address information having a correspon-
dence relationship therebetween; and
associatedly generating the to-be-processed data accord-
ing to the crawling result, the first protocol identifica-
tion result, and the first network data, by using a same
IP address in the crawling result and in the first protocol
identification result as an association condition,
wherein each of the records comprise the application
information, the quintuple information, and the traffic
having a correspondence relationship therebetween,
and wherein the traffic corresponding to the quintuple
information is an accumulated value of load lengths of
one or more data packets in the first network data that
comprise the quintuple information.
7. The method according to claim 5, wherein performing
the clustering processing on the records and calculating the
service load amount to obtain a clustering result comprises
performing clustering processing on records with same
remote end triplet information and same application infor-
mation but with different client IP addresses and different
client ports in the to-be-processed data, and obtaining a
traffic aggregate amount corresponding to the remote end
triplet information and the application information by accu-
mulating traffic in the records with the same remote end
triplet information and the same application information in
the to-be-processed data, to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the traffic aggregate amount having a corre-
spondence relationship therebetween, wherein selecting the
remote end triplet information and the application informa-
tion that have high reliability from the clustering result
comprises:
either selecting the remote end triplet information and the
application information having a correspondence rela-
tionship therebetween from the clustering result
according to a result of comparing the traffic aggregate
amount with a first traffic threshold, wherein the traffic
aggregate amount corresponding to the selected remote
end triplet information and the application information
is greater than or equal to the first traffic threshold; or

selecting the remote end triplet information and the appli-
cation information having a correspondence relation-
ship therebetween from the clustering result according
to a result of comparing a proportion of the traffic
aggregate amount to all traffic with a second traffic
proportion threshold, and wherein the proportion of the
traffic aggregate amount corresponding to the selected
remote end triplet information and application infor-
mation to all traffic is greater than or equal to the
second traffic proportion threshold.
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8. The method according to claim 6, wherein the perform-
ing clustering processing on the records and calculating the
service load amount to obtain a clustering result comprises
performing clustering processing on records with same
remote end triplet information and same application infor-
mation but with different client IP addresses and different
client ports in the to-be-processed data, and obtaining a
traffic aggregate amount corresponding to the remote end
triplet information and the application information by accu-
mulating traffic in the records with the same remote end
triplet information and the same application information in
the to-be-processed data, to obtain a clustering result includ-
ing the remote end triplet information, the application infor-
mation, and the traffic aggregate amount having a corre-
spondence relationship therebetween, wherein selecting the
remote end triplet information and the application informa-
tion that have high reliability from the clustering result
comprises:
either selecting the remote end triplet information and the
application information having a correspondence rela-
tionship therebetween from the clustering result
according to a result of comparing the traffic aggregate
amount with a first traffic threshold, wherein the traffic
aggregate amount corresponding to the selected remote
end triplet information and application information is
greater than or equal to the first traffic threshold; or

selecting the remote end triplet information and the appli-
cation information having a correspondence relation-
ship therebetween from the clustering result according
to a result of comparing a proportion of the traffic
aggregate amount to all traffic with a second traffic
proportion threshold, and wherein the proportion of the
traffic aggregate amount corresponding to the selected
remote end triplet information and the application
information to all traffic is greater than or equal to the
second traffic proportion threshold.

9. The method according to claim 1, wherein selecting the
remote end triplet information and the application informa-
tion that have high reliability and have correspondence
relationship therebetween from the clustering result accord-
ing to the service load amount or a proportion of the service
load amount comprises:

selecting the remote end triplet information and the appli-

cation information having a correspondence relation-
ship therebetween from the clustering result according
to a result of comparing a proportion of the traffic
aggregate amount to all traffic with a second traffic
proportion threshold, wherein the service load amount
corresponding to the selected remote end triplet infor-
mation and application information is greater than or
equal to the first threshold; or

selecting the remote end triplet information and the appli-

cation information having a correspondence relation-
ship therebetween from the clustering result according
to a result of comparing the proportion of the service
load amount with a second threshold, wherein the
proportion of the service load amount corresponding to
the selected remote end triplet information and appli-
cation information is greater than or equal to the second
threshold.

10. An application identification method, comprising:

receiving an application information and a remote end

triplet information that are sent by a user behavior
analysis (UBA) subsystem and have correspondence
relationship therebetween, and a second network data,
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wherein the remote end triplet information comprises a
transmission protocol, a server IP address, and a server
port;

searching correspondence relationship between the appli-

cation information and the remote end triplet informa-
tion that is maintained by a deep packet inspection
(DPI) subsystem for application information matching
the remote end triplet information contained in the
second network data to identify an application type of
the second network data according to the remote end
triplet information contained in the second network
data, wherein the correspondence relationship between
the application information and the remote end triplet
information that is maintained by the DPI subsystem is
established or updated based on the application infor-
mation and the remote end triplet information that are
sent by the UBA subsystem and have correspondence
relationship therebetween.

11. The method according to claim 10, further comprising
performing a protocol identification processing on a
received first network data, and outputting a first protocol
identification result to the UBA subsystem, wherein the first
protocol identification result comprises either the remote end
triplet information or a quintuple information.

12. The method according to claim 10, further comprising
performing a Layer 7 (L7) feature matching on the second
network data to obtain a second protocol identification result
and outputting the second protocol identification result to the
UBA subsystem when the searching fails, wherein the
second protocol identification result comprises: the remote
end triplet information and the application information hav-
ing a correspondence relationship therebetween, or the sec-
ond protocol identification result comprises: a quintuple
information and the application information having a cor-
respondence relationship therebetween, or the second pro-
tocol identification result comprises: the remote end triplet
information and the L7 protocol information having a cor-
respondence relationship therebetween, or the second pro-
tocol identification result comprises: quintuple information
and L7 protocol information having a correspondence rela-
tionship therebetween.

13. The method according to claim 10, further compris-
ing:

establishing or updating the correspondence relationship

between the application information and the remote end
triplet information that is maintained by the DPI sub-
system according to the remote end triplet information
and the application information that are sent by the
UBA subsystem and have correspondence relationship
therebetween; and

either storing the established or updated correspondence

between the application information and the remote end
triplet information; or

storing the remote end triplet information and the appli-

cation information that are sent by the UBA subsystem
and have correspondence relationship therebetween.

14. A user behavior analysis (UBA) server, comprising:

a processor and a memory coupled to the processor,

wherein the processor is configured to:

obtain to-be-processed data, wherein the to-be-pro-
cessed data comprises a plurality of records, wherein
each of the records comprise an application infor-
mation and a remote end triplet information having
a correspondence relationship therebetween, and the
remote end triplet information comprises a transmis-
sion protocol, an IP address of a server, and a port of
a server;
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perform clustering processing on the records with the
same remote end triplet information and the same
application information in the to-be-processed data;
and
calculate a service load amount corresponding to the
remote end triplet information and the application
information to obtain a clustering result including the
remote end triplet information, the application infor-
mation, and the service load amount that have a
correspondence relationship therebetween according
to the records with the same remote end triplet
information and the same application information in
the to-be-processed data;
select the remote end triplet information and the appli-
cation information that have high reliability and have
a correspondence relationship therebetween from the
clustering result according to the service load
amount or a proportion of the service load amount;
and
send the remote end triplet information and the appli-
cation information that have high reliability and have
a correspondence relationship therebetween to a
deep packet inspection (DPI) subsystem.
15. The UBA server according to claim 14, wherein in the
obtaining to-be-processed data, the processor is further
configured to:
for each type of application, crawl, according to domain
name information corresponding to the application, an
internet protocol (IP) address information correspond-
ing to the domain name information to obtain a crawl-
ing result including the application information, the
domain name information, and the IP address informa-
tion that have a correspondence relationship therebe-
tween;
obtain a first protocol identification result output by the
DPI subsystem, wherein the first protocol identification
result comprises the remote end triplet information; and

associately generate the to-be-processed data according to
the crawling result and the first protocol identification
result, by using a same IP address in the crawling result
and in the first protocol identification result as an
association condition.

16. The UBA server according to claim 14, wherein in
obtaining to-be-processed data, the processor is further
configured to:

obtain a first protocol identification result output by the

DPI subsystem and a crawling result output by a
crawling subsystem, wherein the first protocol identi-
fication result comprises the remote end triplet infor-
mation, and wherein the crawling result includes appli-
cation information, domain name information, and IP
address information having a correspondence relation-
ship therebetween; and

associately generate the to-be-processed data according to

the crawling result and the first protocol identification
result, by using a same IP address in the crawling result
and in the first protocol identification result as an
association condition.

17. The UBA server according to claim 14, wherein in
performing clustering processing on the records and calcu-
lating a service load amount corresponding to the remote
end triplet information and the application information to
obtain a clustering result, the processor is further configured
to: perform clustering processing on the records with the
same remote end triplet information and the same applica-
tion information in the to-be-processed data, and accumulate
the number of the records with the same remote end triplet
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information and the same application information in the
to-be-processed data, wherein the number of the records is
used as the number of connections corresponding to the
remote end triplet information and the application informa-
tion, to obtain a clustering result including the remote end
triplet information, the application information, and the
number of connections having a correspondence relation-
ship therebetween, and wherein in selecting the remote end
triplet information and the application information that have
high reliability from the clustering result, the processor is
further configured to: either select the remote end triplet
information and the application information having a cor-
respondence relationship therebetween from the clustering
result according to a result of comparing the number of the
connections with a first connection number threshold,
wherein the number of connections corresponding to the
selected remote end triplet information and application
information is greater than or equal to the first connection
number threshold; or select the remote end triplet informa-
tion and the application information having a correspon-
dence relationship therebetween from the clustering result
according to a result of comparing a proportion of the
number of connections to the number of all connections with
a second connection number proportion threshold, wherein
the proportion of the number of connections corresponding
to the remote end triplet information and application infor-
mation to the number of all connections is greater than or
equal to the second connection number proportion threshold.

18. The UBA server according to claim 14, wherein each
of the records further comprise a client IP address, a client
port, and a traffic that corresponds to the application infor-
mation and quintuple information, wherein the client IP
address, the client port, and the remote end triplet informa-
tion form the quintuple information,

wherein in the obtaining to-be-processed data, the pro-

cessor is further configured to:
receive first network data, wherein the first network
data comprises one or more data streams, and each of
the data streams comprises one or more data packets;
for each type of application, crawl, according to domain
name information corresponding to the application, an
IP address information corresponding to the domain
name information to obtain a crawling result including
the application information, the domain name informa-
tion, and the IP address information that have a corre-
spondence relationship therebetween;

obtain a first protocol identification result, output by the

DPI subsystem, for the first network data, wherein the
first protocol identification result comprises quintuple
information; and

generate the to-be-processed data according to the crawl-

ing result, the first protocol identification result, and the
first network data, by using a same IP address in the
crawling result and in the first protocol identification
result as an association condition, wherein the to-be-
processed data comprises multiple records, each record
comprises the application information, the quintuple
information, and the traffic having a correspondence
relationship therebetween, and wherein the traffic cor-
responding to the quintuple information is an accumu-
lated value of load lengths of one or more data packets
in the first network data that comprise the quintuple
information.

19. The UBA server according to claim 14, wherein each
of the records further comprise a client IP address, a client
port, and a traffic that corresponds to the application infor-
mation and quintuple information, wherein the client IP
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address, the client port, and the remote end triplet informa-
tion form the quintuple information,

wherein in the obtaining to-be-processed data, the pro-

cessor is further configured to:

receive a first network data, wherein the first network
data comprises one or more data streams, wherein
each of the data streams comprises one or more data
packets;

obtain a crawling result output by a crawling subsystem
and a first protocol identification result that is output
by the DPI subsystem for the first network data,
wherein the first protocol identification result com-
prises quintuple information, and the crawling result
includes application information, domain name
information, and IP address information having a
correspondence relationship therebetween; and

associatedly generate the to-be-processed data accord-
ing to the crawling result, the first protocol identifi-
cation result, and the first network data, by using a
same [P address in the crawling result and in the first
protocol identification result as an association con-
dition, and wherein the to-be-processed data com-
prises multiple records, each record comprises the
application information, the quintuple information,
and the traffic having a correspondence relationship
therebetween, and the traffic corresponding to the
quintuple information is an accumulated value of
load lengths of one or more data packets in the first
network data that comprise the quintuple informa-
tion.

20. The UBA server according to claim 18, wherein
performing clustering processing on the records and calcu-
lating a service load amount to obtain a clustering result, the
processor is further configured to: perform clustering pro-
cessing on records with same remote end triplet information
and same application information but with different client [P
addresses and different client ports in the to-be-processed
data, and obtain a traffic aggregate amount corresponding to
the remote end triplet information and the application infor-
mation by accumulating traffic in the records with the same
remote end triplet information and the same application
information in the to-be-processed data, to obtain a cluster-
ing result including the remote end triplet information, the
application information, and the traffic aggregate amount
having a correspondence relationship therebetween, wherein
in selecting the remote end triplet information and the
application information that have high reliability from the
clustering result, the processor is further configured to:
either select remote end triplet information and application
information having a correspondence relationship therebe-
tween from the clustering result according to a result of
comparing the traffic aggregate amount with a first traffic
threshold, wherein the traffic aggregate amount correspond-
ing to the selected remote end triplet information and
application information is greater than or equal to the first
traffic threshold; or select remote end triplet information and
application information having a correspondence relation-
ship therebetween from the clustering result, wherein the
proportion of the traffic aggregate amount corresponding to
the selected remote end triplet information and application
information to all traffic is greater than or equal to the second
traffic proportion threshold according to a result of compar-
ing a proportion of the traffic aggregate amount to all traffic
with a second traffic proportion threshold.

21. The UBA server according to claim 19, wherein in
performing clustering processing on the records and calcu-
lating a service load amount to obtain a clustering result, the
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processor is further configured to: perform clustering pro-
cessing on records with same remote end triplet information
and same application information but with different client IP
addresses and different client ports in the to-be-processed
data, and obtain a traffic aggregate amount corresponding to
the remote end triplet information and the application infor-
mation by accumulating traffic in the records with the same
remote end triplet information and the same application
information in the to-be-processed data, to obtain a cluster-
ing result including the remote end triplet information, the
application information, and the traffic aggregate amount
having a correspondence relationship therebetween, wherein
in selecting the remote end triplet information and the
application information that have high reliability from
the clustering result, the processor is further configured

to:

either select remote end triplet information and applica-

tion information having a correspondence relationship
therebetween from the clustering result according to a
result of comparing the traffic aggregate amount with a
first traffic threshold, wherein the traffic aggregate
amount corresponding to the selected remote end triplet
information and application information is greater than
or equal to the first traffic threshold; or

select remote end triplet information and application

information having a correspondence relationship ther-
ebetween from the clustering result according to a
result of comparing a proportion of the traffic aggregate
amount to all traffic with a second traffic proportion
threshold, wherein the proportion of the traffic aggre-
gate amount corresponding to the selected remote end
triplet information and application information to all
traffic is greater than or equal to the second traffic
proportion threshold.

22. The UBA server according to claim 14, wherein
selecting the remote end triplet information and the appli-
cation information that have high reliability and have cor-
respondence relationship therebetween from the clustering
result according to the service load amount or a proportion
of the service load amount, the processor is further config-
ured to:

either select the remote end triplet information and the

application information having a correspondence rela-
tionship therebetween from the clustering result
according to a result of comparing the service load
amount with a first threshold, wherein the service load
amount corresponding to the selected remote end triplet
information and application information is greater than
or equal to the first threshold; or

select remote end triplet information and application

information having a correspondence relationship ther-
ebetween from the clustering result according to a
result of comparing the proportion of the service load
amount with a second threshold, wherein the propor-
tion of the service load amount corresponding to the
selected remote end triplet information and application
information is greater than or equal to the second
threshold.

23. A user behavior analysis (UBA) server, wherein the
UBA server comprises: a UBA content parsing engine
configured to execute user behavior analysis or user interest
analysis; and a UBA-based data mining engine coupled to
the UBA content parsing engine; wherein the UBA-based
data mining engine is configured to:

obtain to-be-processed data that comprises a plurality of

records, wherein each of the records comprise an
application information and a remote end triplet infor-
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mation having a correspondence relationship therebe-
tween, and wherein the remote end triplet information
comprises a transmission protocol, an IP address of a
server, and a port of a server;
perform clustering processing on records with the same
remote end triplet information and the same application
information in the to-be-processed data;
calculate a service load amount corresponding to the
remote end triplet information and the application
information to obtain a clustering result including the
remote end triplet information, the application infor-
mation, and the service load amount that have a cor-
respondence relationship therebetween according to the
records with the same remote end triplet information
and the same application information in the to-be-
processed data;
select remote end triplet information and application
information that have high reliability and have a cor-
respondence relationship therebetween from the clus-
tering result according to the service load amount or a
proportion of the service load amount; and
send the remote end triplet information and the applica-
tion information that have high reliability and have a
correspondence relationship therebetween to a deep
packet inspection (DPI) subsystem.
24. A deep packet inspection (DPI) server, wherein the
DPI server comprises:
a receiver configured to receive network data or a minor
of the network data;
a DPI engine, coupled to the receiver; and
a sender configured to send application information that is
output by the DPI engine or the network data,
wherein the DPI engine is configured to:
receive an application information and a remote end
triplet information that are sent by a user behavior
analysis (UBA) subsystem and have correspondence
relationship therebetween, and a second network
data, wherein the remote end triplet information
comprises a transmission protocol, a server IP
address, and a server port;
search correspondence relationship between applica-
tion information and remote end triplet information
that is maintained by a DPI subsystem for applica-
tion information matching the remote end triplet
information contained in the second network data to
identify an application type of the second network
data according to the remote end triplet information
contained in the second network data,
wherein the correspondence relationship between
application information and remote end triplet infor-
mation that is maintained by the DPI subsystem is
established or updated based on the application
information and the remote end triplet information
that are sent by the UBA subsystem and have cor-
respondence relationship therebetween.
25. The DPI server according to claim 24, wherein the
DPI engine is further configured to:
perform protocol identification processing on received
first network data and output a first protocol identifi-
cation result to the UBA subsystem, and wherein the
first protocol identification result comprises either the
remote end triplet information, or a quintuple informa-
tion.
26. The DPI server according to claim 24, wherein when
the searching fails, the DPI engine is further configured to:
perform Layer 7 (L7) feature matching on the second
network data to obtain a second protocol identification
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result, and output the second protocol identification
result to the UBA subsystem, wherein the second
protocol identification result comprises the remote end
triplet information and the application information hav-
ing a correspondence relationship therebetween, or the
second protocol identification result comprises: a quin-
tuple information and the application information hav-
ing a correspondence relationship therebetween, or the
second protocol identification result comprises: the
remote end triplet information and L7 protocol infor-
mation having a correspondence relationship therebe-
tween, or the second protocol identification result com-
prises: the quintuple information and L7 protocol
information having a correspondence relationship ther-
ebetween.

27. The DPI server according to claim 24, wherein the
DPI engine is further configured to:

provide the correspondence relationship between the

application information and the remote end triplet
information that is maintained by the DPI subsystem
according to the remote end triplet information and the
application information that are sent by the UBA
subsystem and have correspondence relationship ther-
ebetween; and

either store the provided correspondence between the

application information and the remote end triplet
information; or

store the remote end triplet information and the applica-

tion information that are sent by the UBA subsystem
and have correspondence relationship therebetween.

28. A communications device, comprising:

a transceiver; and

a processor that is coupled to the transceiver and is

configured to perform network communication,

wherein the communications device further comprises a

deep packet inspection (DPI) engine coupled to the
transceiver, and

wherein the DPI engine is configured to:

receive an application information and a remote end
triplet information that are sent by a user behavior
analysis (UBA) subsystem and have correspondence
relationship therebetween, and second network data,
wherein the remote end triplet information com-
prises a transmission protocol, a server IP address,
and a server port;

search correspondence relationship between application

information and remote end triplet information that is
maintained by a DPI subsystem for application infor-
mation matching the remote end triplet information
contained in the second network data to identify an
application type of the second network data according
to the remote end triplet information contained in the
second network data, wherein the correspondence rela-
tionship between application information and remote
end triplet information that is maintained by the DPI
subsystem is established or updated based on the appli-
cation information and the remote end triplet informa-
tion that are sent by the UBA subsystem and have
correspondence relationship therebetween.

29. The communications device according to claim 28,
the DPI engine is further configured to perform protocol
identification processing on a received first network data,
and output a first protocol identification result to the UBA
subsystem, wherein the first protocol identification result
comprises the remote end triplet information, or the first
protocol identification result comprises quintuple informa-
tion.
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30. The communications device according to claim 28,

wherein the DPI engine is further configured to:

perform Layer 7 (L7) feature matching on the second
network data to obtain a second protocol identification
result and output the second protocol identification
result to the UBA subsystem when the searching fails,

wherein the second protocol identification result com-
prises the remote end triplet information and the appli-
cation information having a correspondence relation-
ship therebetween, or the second protocol identification
result comprises: a quintuple information and the appli-
cation information having a correspondence relation-
ship therebetween, or the second protocol identification
result comprises: the remote end triplet information and
the L7 protocol information having a correspondence
relationship therebetween, or the second protocol iden-
tification result comprises: the quintuple information
and the L7 protocol information having a correspon-
dence relationship therebetween.

31. The communications device according to claim 28,

wherein the DPI engine is further configured to:

establish or update the correspondence relationship
between the application information and the remote end
triplet information that is maintained by the DPI sub-
system according to the remote end triplet information
and the application information that are sent by the
UBA subsystem and have correspondence relationship
therebetween; and

either store the established or updated correspondence
between the application information and the remote end
triplet information; or

store the remote end triplet information and the applica-
tion information that are sent by the UBA subsystem
and have correspondence relationship therebetween.

32. A communications system, comprising:

a deep packet inspection (DPI) subsystem and a user
behavior analysis (UBA) subsystem, wherein the UBA
subsystem is configured to:

obtain to-be-processed data that comprises a plurality of
records, wherein each of the records comprise an
application information and a remote end triplet infor-
mation having a correspondence relationship therebe-
tween;

perform clustering processing on records with the same
remote end triplet information and the same application
information in the to-be-processed data;

calculate, according to the records with the same remote
end triplet information and the same application infor-
mation, a service load amount corresponding to the
remote end triplet information and the application
information to obtain a clustering result including the
remote end triplet information, the application infor-
mation, and the service load amount that have a cor-
respondence relationship therebetween;

select remote end triplet information and application
information that have high reliability and have corre-
spondence relationship therebetween from the cluster-
ing result according to the service load amount or a
proportion of the service load amount; and

send the remote end triplet information and the applica-
tion information that have high reliability and have
correspondence relationship therebetween to the DPI
subsystem,

wherein the remote end triplet information comprises: a
server [P address, a server port, and a transmission
protocol,
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wherein the DPI subsystem is configured to search,
according to remote end triplet information contained
in the second network data, correspondence relation-
ship between application information and remote end
triplet information that is maintained by the DPI sub-
system for application information matching the
remote end triplet information contained in the second
network data to identify an application type of the
second network data when receiving second network
data,
wherein the correspondence relationship between the
application information and the remote end triplet
information that is maintained by the DPI subsystem is
established or updated based on the remote end triplet
information and application information that are sent
by the UBA subsystem and have correspondence rela-
tionship therebetween.
33. The system according to claim 32, wherein the DPI
subsystem is further configured to perform protocol identi-
fication processing on received first network data and output
a first protocol identification result to the UBA subsystem,
wherein the first protocol identification result comprises the
remote end triplet information, wherein the UBA subsystem
is configured to:
for each type of application, crawl, according to domain
name information corresponding to the application, an
Internet Protocol (IP) address information correspond-
ing to the domain name information to obtain a crawl-
ing result including application information, the
domain name information, and the IP address informa-
tion having a correspondence relationship therebe-
tween;
obtain the first protocol identification result output by the
DPI subsystem; associately generate the to-be-pro-
cessed data according to the crawling result and the first
protocol identification result, by using a same IP
address in the crawling result and in the first protocol
identification result as an association condition,
wherein the to-be-processed data comprises multiple
records, and each record comprises the application
information and the remote end triplet information
having a correspondence relationship therebetween;

perform clustering processing on the records with the
same remote end triplet information and the same
application information in the to-be-processed data;

accumulate the number of records with the same remote
end triplet information and the same application infor-
mation in the to-be-processed data, wherein the number
of the records is used as the number of connections
corresponding to the remote end triplet information and
the application information, to obtain a clustering result
including the remote end triplet information, the appli-
cation information, and the number of the connections
having a correspondence relationship therebetween;

either select remote end triplet information and applica-
tion information having a correspondence relationship
therebetween from the clustering result, wherein the
number of connections corresponding to the selected
remote end triplet information and application infor-
mation is greater than or equal to the first connection
number threshold according to a result of comparing
the number of the connections with a first connection
number threshold; or

select remote end triplet information and application

information having a correspondence relationship ther-
ebetween from the clustering result according to a
result of comparing a proportion of the number of the
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connections to the number of all connections with a
second connection number proportion threshold,
wherein the proportion of the number of connections
corresponding to the selected remote end triplet infor-
mation and application information to the number of all
connections is greater than or equal to the second
connection number proportion threshold, and send the
selected remote end triplet information and application
information having a correspondence relationship ther-
ebetween to the DPI subsystem.
34. The system according to claim 32, further comprising
a crawling subsystem configured to, for each type of appli-
cation, crawl, according to domain name information cor-
responding to the application, an IP address information
corresponding to the domain name information to obtain a
crawling result including the application information, the
domain name information, and the IP address information
that have a correspondence relationship therebetween,
wherein the DPI subsystem is further configured to perform
protocol identification processing on received first network
data and output a first protocol identification result to the
UBA subsystem, wherein the first protocol identification
result comprises the remote end triplet information; and
wherein the UBA subsystem is configured to:
obtain the first protocol identification result output by the
DPI subsystem;
generate the to-be-processed data according to the crawl-
ing result and the first protocol identification result, by
using a same [P address in the crawling result and in the
first protocol identification result as an association
condition;
perform clustering processing on the records with the
same remote end triplet information and the same
application information in the to-be-processed data;
accumulate the number of the records with the same
remote end triplet information and the same application
information in the to-be-processed data, wherein the
number of the records is used as the number of con-
nections corresponding to the remote end triplet infor-
mation and the application information, to obtain a
clustering result including the remote end triplet infor-
mation, the application information, and the number of
the connections having a correspondence relationship
therebetween; and
either select remote end triplet information and applica-
tion information having a correspondence relationship
therebetween from the clustering result according to a
result of comparing the number of the connections with
a first connection number threshold, wherein the num-
ber of connections corresponding to the selected remote
end triplet information and application information is
greater than or equal to the first connection number
threshold; or
select remote end triplet information and application
information having a correspondence relationship ther-
ebetween from the clustering result according to a
result of comparing a proportion of the number of the
connections to the number of all connections with a
second connection number proportion threshold,
wherein the proportion of the number of connections
corresponding to the selected remote end triplet infor-
mation and application information to the number of all
connections is greater than or equal to the second
connection number proportion threshold; and
send the selected remote end triplet information and
application information having a correspondence rela-
tionship therebetween to the DPI subsystem.
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35. The system according to claim 32, wherein each
record further comprises a client IP address, a client port,
and traffic that corresponds to the application information
and a quintuple information, and the client IP address, the
client port, and the remote end triplet information form the
quintuple information, wherein the DPI subsystem is further
configured to:
perform protocol identification processing on received
first network data and output a first protocol identifi-
cation result to the UBA subsystem, wherein the first
protocol identification result comprises quintuple infor-
mation, and wherein the UBA subsystem is configured
to: receive a first network data, wherein the first net-
work data comprises one or more data streams, wherein
each of the data streams comprises one or more data
packets; for each type of application, according to
domain name information corresponding to the appli-
cation, crawl IP address information corresponding to
the domain name information to obtain a crawling
result including application information, the domain
name information, and the IP address information hav-
ing a correspondence relationship therebetween;

obtain a first protocol identification result output by the
DPI subsystem;

generate the to-be-processed data according to the crawl-
ing result, the first protocol identification result, and the
first network data, by using a same IP address in the
crawling result and in the first protocol identification
result as an association condition, wherein the to-be-
processed data comprises multiple records, each record
comprises: the application information, the quintuple
information, and the traffic having a correspondence
relationship therebetween, wherein the traffic corre-
sponding to the quintuple information is an accumu-
lated value of load lengths of one or more data packets
in the first network data that comprise the quintuple
information;
perform clustering processing on records with same
remote end triplet information and same application
information but with different client IP addresses and
different client ports in the to-be-processed data;

obtain a traffic aggregate amount corresponding to the
remote end triplet information and the application
information by accumulating traffic in records with
same remote end triplet information and same applica-
tion information in the to-be-processed data, to obtain
a clustering result including the remote end triplet
information, the application information, and the traffic
aggregate amount having a correspondence relation-
ship therebetween;

either select remote end triplet information and applica-

tion information having a correspondence relationship
therebetween from the clustering result according to a
result of comparing the traffic aggregate amount with a
first traffic threshold, wherein the traffic aggregate
amount corresponding to the selected remote end triplet
information and application information is greater than
or equal to the first traffic threshold; or

select remote end triplet information and application

information having a correspondence relationship ther-
ebetween from the clustering result, according to a
result of comparing a proportion of the traffic aggregate
amount to all traffic with a second traffic proportion
threshold, wherein the proportion of the traffic aggre-
gate amount corresponding to the selected remote end
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triplet information and application information to all
traffic is greater than or equal to the second traffic
proportion threshold; and

send the selected remote end triplet information and

application information having a correspondence rela-
tionship therebetween to the DPI subsystem.
36. The system according to claim 32, wherein each
record further comprises a client IP address, a client port,
and traffic that corresponds to the application information
and quintuple information, wherein the client IP address, the
client port, and the remote end triplet information form a
quintuple information, wherein the system further comprises
a crawling subsystem configured to, for each type of appli-
cation crawl, according to domain name information corre-
sponding to the application, an IP address information
corresponding to the domain name information to obtain a
crawling result including the application information, the
domain name information, and the IP address information
that have a correspondence relationship therebetween,
wherein the DPI subsystem is further configured to perform
protocol identification processing on received first network
data and output a first protocol identification result to the
UBA subsystem, wherein the first protocol identification
result comprises quintuple information, and wherein the
UBA subsystem is configured to:
receive first network data, wherein the first network data
comprises one or more data streams, wherein each of
the data streams comprises one or more data packets;

obtain the first protocol identification result output by the
DPI subsystem and a crawling result output by the
crawling subsystem;

generate the to-be-processed data according to the crawl-

ing result, the first protocol identification result, and the
first network data, by using a same IP address in the
crawling result and in the first protocol identification
result as an association condition, wherein the to-be-
processed data comprises multiple records, each record
comprises: the application information, the quintuple
information, and the traffic having a correspondence
relationship therebetween, the traffic corresponding to
the quintuple information is an accumulated value of
load lengths of one or more data packets in the first
network data that comprise the quintuple information;
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perform clustering processing on records with same
remote end triplet information and same application
information but with different client IP addresses and
different client ports in the to-be-processed data;

obtain a traffic aggregate amount corresponding to the
remote end triplet information and the application
information by accumulating traffic in records with
same remote end triplet information and same applica-
tion information in the to-be-processed data, to obtain
a clustering result including the remote end triplet
information, the application information, and the traffic
aggregate amount having a correspondence relation-
ship therebetween;
either select the remote end triplet information and the
application information having a correspondence rela-
tionship therebetween from the clustering result
according to a result of comparing the traffic aggregate
amount with a first traffic threshold, wherein the traffic
aggregate amount corresponding to the selected remote
end triplet information and application information is
greater than or equal to the first traffic threshold; or

select remote end triplet information and application
information having a correspondence relationship ther-
ebetween from the clustering result according to a
result of comparing a proportion of the traffic aggregate
amount to all traffic with a second traffic proportion
threshold, wherein the proportion of the traffic aggre-
gate amount corresponding to the selected remote end
triplet information and application information to all
traffic is greater than or equal to the second traffic
proportion threshold; and

send the selected remote end triplet information and

application information having a correspondence rela-
tionship therebetween to the DPI subsystem.

37. The system according to claim 32, the system further
comprises a service control subsystem, wherein the DPI
subsystem is further configured to provide the application
information for the service control subsystem, wherein the
service control subsystem is configured to, according to the
application information provided by the DPI subsystem,
provide application-based services, and wherein the services
comprise accounting, blocking, traffic limiting, redirection,
or service optimization.
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